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1 Preface

This guide provides instructions about configuring and using Logilab SDMS.

This preface contains these topics:

e Audience

e Documentation Accessibility

e Conventions

1.1

Audience

Logilab SDMS Web user manual is intended for administrators or anyone using Logilab SDMS
Web application.

To use this document, you need the following:

e Prerequisites mentioned in the Logilab SDMS Web Installation Guide installed and tested
on your compulter.

e Administrative privileges on the computer.

e Knowledge about the following concepts:

(@]

o

1.2

Domain Name System (DNS)
Firewalls

Public and private networks
Connected applications

Internet Information Server (11S)

File Transfer Protocol (FTP)

Documentation Accessibility

Logilab SDMS Web documentation set consists of the following:

10
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e Logilab SDMS Web Installation Guide

e Logilab SDMS Web User Manual / Online Help System

1.3 Conventions

The following text conventions are used in this document:

1.3.1 Commands

When a command is referred to in the manual, the following distinctions have been made:

When menu commands are referred to, the manual will refer you to the menu bar — E.g.
“Choose File from the menu bar and then Print”.

When dialog box options are referred to, the following style has been used for the text — “In
the Page Range section of the Print dialog, click the Current Page option”

Dialog box buttons are shaded and boxed — “Click to close the Print dialog and launch the
print.”

1.3.2 Keyboard

Keys are referred to throughout the manual in the following way:
[ENTER] — denotes the return or enter key, [DELETE] — denotes the Delete key and so on.
Where a command requires two keys to be pressed, the manual displays this as follows:

[CTRL][P] — this means press the letter “p” while holding down the Control key.

1.3.3 Notes

Within each section, any items that need further explanation or extra attention devoted to them
are denoted by shading. For example:

Note: “SDMS will not let you close a screen or window that you haven'’t already saved
changes to without prompting you to save.”
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1.3.4 Warning

Within each section, any items that need warning or extra attention devoted to them are denoted
by shading in yellow. For example:

Warning! : If you click Close before saving will close the FTP Configuration screen
without saving the configuration.

1.3.5 Callout

Callouts are used to denote an action or describe something in the interface.

1.3.6 Description

This style denotes the sequence that follows an action. In general, a screen shot appears under
the style that denotes the result of an action. For Example: The Add User screen appears as
shown in the figure.

1.3.7 Hyperlink

Clicking on hyperlinks will help the user to go to the topic directly in the same document.

Example: Click here to see how to setup FTP site.

1.3.8 List of Common Controls in SDMS

The description of common controls in SDMS s listed below:

Button Name | Image Description

Will submit the entries given by the user to perform certain
Submit & Submit 9 y p

task.
Add + Add Enables add new records to the masters.
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Edit Enables edit the selected record in the master / form
Active . . .
_/ |2« Active/ne-acuve | | Enables activate / deactivate user / instruments

Deactive

Retire © Retire Will retire the selected user/record/instrument permanently
Enables the user to search for files/records/details based on

Filter T Filter . o

specified search criteria

Reset C' Reset Will clear the entries in the current form for fresh entry

Open & open Will open the selected file / folder

Save Save Saves the details entered in the form.

Refresh < Refresh Will refresh the screen

File Upload &, File Upload Enables upload files manually

Folder

|i% Folder upload | | Enables upload folders manually

Upload

Print B Print Will print the current form/master/report

Export 2 Export Will export the current form/master/report to Excel

Mandatory . All fields marked with a * are mandatory and must be filled

Fields to avoid error messages.
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2 Getting Started

2.1 First Time Login

1. Open browser, in the address bar type ” http://agl89:8080/LogilabSDMS/Login.html|”
and then press ENTER.
First time when you log in to the SDMS Web application, You must create password in the first
login. The Logilab SDMS login screen appears as shown in the figure:

a
2 r—r

Inatrament
Logilab

8

Database
Application

FIGURE: 1 - First Time Login Screen

2. Inthe Username box, type “Administrator” / user name received from your
administrator.

3. When you move cursor to the Password box, the Change Password screen appears as
shown in the figure:
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Logilab .
Create Password

Usorname Administrator

C EWOr . ’
admin Iny t||,.vu-'|' lOgilob
3la ams

“ S—
Application

FIGURE: 1a - First Time Login — Create Password Screen

4. Inthe New Password and Confirm Password boxes, type/create your password. Stick
to the password policy note while creating password as shown in the above figure.

5. If required, click the icon to view the password as you type the password in the
New Password and Confirm Password fields.

6. Click Create.

7. Log in as administrator with new password created.

2.2 Login

To login to Logilab SDMS, follow these steps:

1. Open browser, in the address bar type ” http://agl89:8080/LogilabSDMS/Login.html|”
and then press ENTER.

The Logilab SDMS login screen appears as shown in the figure:
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.
Logilab s o
om ow
Documems &

Usermame Files

adminstrator

Password =

ey . d = ,*.’1
= o L&

Mor Inst 1 CFR Gateway
pata Logilab

Database
Application

FIGURE: 2 - Logilab SDMS Login Screen
2. Inthe Username field, type the login id that you received from your administrator.
3. Inthe Password field, type valid password.
4. Click Login. On successful login, the SDMS main screen appears.
5. Click More Information to view the following details:
e Site
e Domain

e Time Zone

e Language

For the above fields, the default set values will be loaded. However, you can change these values
if required. The More Information section appears as shown in the figure:
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Logilab
Usernarm,
adm rat
Fasows
4
Mar
C anets A
Files
Chennal
Domain ) A
» = =1 { 33
SOMS . b < u 8
NS e l “ob FR Gateway
T 2 Data °9 Y
me Zone

Asia/Kolkats (UTC+05:30)

Laoguage 8

English . Datahase
Applicaton

Forgot Password

FIGURE: 2a - Logilab SDMS Login Screen — More Information Section

2.3 Understanding SDMS User Interface

On successful login, SDMS main screen appears as shown in the figure:
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= = Search by using FTP Group, Profile menu
Click here to switch Client, Instrument, Task
between tabs | Status, workflow Status and s . : |

Record Duration

Creset Chehesn O confiowsson Click here
to view file

D rokder owwnioad B Fieupioet Y Fuider Uploss

e l fon confg

l AGLIS/Multimeter01/multimetre Instrument

VersionNo  Upload On

I AGL3Y/londd

| AGLIS/Digimeter/digimeter O ionchromatography 3 2021-07-05 16:00:43
l AGL3S/putseoxymeter/pulseoxymeter
| AGLIS/Uquidsamplers/Liquidsamplers

AGLIS/spactromater/spectrometer

ography/lonchr 1 O digh 2021-07-05 16:07:19

D) uquidsamplers 2021.07-05 17:25:57 Use chat to
£ multimetre instrument 2021-07-05 15:31:57 1 communicate
[ pulseoxymeter 1 2021-07-05 16:30:21 with other
D spectrometer 2021-07-05 17:53:02 users

" Clickfileto
download to
local storage

FIGURE: 3 - SDMS Main Screen

File Viewer: Click File Viewer to view content of the selected file. You can view .txt, .pdf,

image, video and audio files. If you try to view file information of an EXCEL file, the file will be
downloaded to the local computer.

2.4 SDMS Main Menu

SDMS main menu appears as shown in the figure:
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FTP Data View

Data Explorer
Search Server Data

FIGURE: 4 - SDMS Main Menu

You can expand and collapse the main menu for your convenience. Click i o expand and click

to collapse the main menu.

Logilab SDMS main menu consists the following:

FTP Data View: Enables you to search files in the server based on selected criteria. Also
helps to view files uploaded using templates and the tags mapped.

[
Lock Settings: Helps to lock instruments for file upload based on the set parameters in the
template.

Eﬂ Scheduler: Helps you schedule file upload and schedule local and server file deletion.
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- Master: Enables create and manage basic masters in SDMS. Enables create and manage
templates, tags and tag values.

. FTP: Enables set up FTP sites/repositories, configure FTP locations, client and server
machines for file upload.

g User Management: Helps to create and manage user accounts, Group users, define access
to user and groups.

E Log History: Audit Trial: Enables you set up audit trail options in Logilab SDMS and view
audit trail log. Also helps to view and manage serve and local file delete logs, upload logs,
download logs and restore logs.

- Settings: Helps to set preferences like email options, ideal timeout and scheduler rights
screen.

2.5 SDMS Chat

SDMS Chat helps you to chat with the other users in the SDMS.

On the SDMS screen double-clickQ. The chat screen appears as shown in the figure:

Type your
message
here

Porr Ny ANAND

Piaane send AEGO1ST File

View messages
received from
other users and

o =
\ 4 3
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FIGURE: 5 - SDMS Chat Screen

2.6 Profile Menu

The Profile menu enables you to change profile setting, password, access help and screen lock
option. The user drop down menu appears as shown in the figure:

FIGURE: 6 - Profile Menu

2.6.1 Edit Profile

The Edit Profile option in the Profile menu enables you to edit your (current logged in user)
profile. To do so, follow these steps:

1. Click the profile drop-down menu and then click Edit Profile as shown in the figure:
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Administrator
clogies

Edit Profile

Change Password

.QEDPDD

Screen Lock

Help

About i
Logout (=

FIGURE: 7 - Profile Menu Showing Options

The Edit Profile screen (The Edit User screen in the User Master) appears as shown in the figure:

Edit Profile

Usemame *

Administrator

Profile Name *

Administrator
Emad ID

NOTE - Thin mail to recovery the forgot paseward
Profile Image

Choose File |

NOTE - Upload File should be lues than 3 MB and supported Sile type should be lie [ gif, pog. jpg, peg 4T, of

Group Name

Default Login Site

Chennai v

Approve v
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FIGURE: 8 - Edit User Profile Screen

2. You can edit required details and then click Submit. The user profile is updated.

2.6.2 Change Password

The Change Password screen enables you to change the password you use to login. To do so,
follow these steps:

1. Click the profile drop-down menu and then click Change Password. The Change
Password screen appears as shown in the figure:

Change Password

Username

ate02
Old Password

oooooo

......

FIGURE: 9 - Change Password Screen

2. Inthe Username box, the current login user name appears.
3. Inthe Old Password box, type your current password.

4. Inthe New Password and Confirm Password box, type the new password.
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Note: By default, the passwords are hidden when you type. Click on the icon that
appears next to the password fields to view password as you type.

5. Click Change. The password is changed and you can use the new password set to
login from next login.

2.6.3 Screen Lock

The Screen Lock option enables to remove screen lock. The SDMS screen will be locked based
on the Idle Time out set in the Preferences screen. When the screen is locked, do the following:

1. Click the profile drop-down menu and then click Screen Lock. The Screen Lock
dialog appears as shown in the figure:

Screen Lock

Username *

Administrator

Password *

FIGURE: 10 - Screen Lock Dialog

2. Inthe Password box, type valid password and then click Login.

If required, you can also click Logout to log out SDMS application.

2.6.4 Help

This option helps you to view help file for the SDMS Web application.

1. Click the profile drop-down menu and then click Help. The help file is downloaded to
the local disk. You can open the help file to open for accessing the help topics.
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2.6.5 About

The About option helps you view details about the Logilab SDMS application such as the
version, license and copy right.

1. Click the profile drop-down menu and then click About. The About dialog appears as
shown in the figure:

About Logilab SDMS

aY Logilab Scientific Data Management
.. System

Version v6.5_ 20211025 0

Maore Service Information

FIGURE: 11- About Logilab SDMS Dialog

2. Click More Service Information to view list of currently running services in Logilab
SDMS application.

2.6.6 Logout

The Logout option helps you logout Logilab SDMS.

1. Click the profile drop-down menu and then click Logout. The Confirmation dialog
appears as shown in the figure:
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Are you sure want to logout from this page?

- I

FIGURE: 12 - Confirmation Dialog

2. Click Yes to logout.
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3 FTP Data View

3.1 Server Data Tab

Here you see the list of files uploaded in the storage server for the selected client/group as shown

in the figure:

= Ilon confg

| AGLIS/Multimeter01/multimetre instrument
I AGLIS/Tonchromotagraphy flonchromotograd
| AGL3S/Digimeter/ digimeter

I AGL35/palseoxymeter/pulseoxymeter

I AGLI5/Uquidsamplers/Liquidsamplers

fter schedule, data will
appear. Click a folder to
view files

Search data by using FTP

Group, Client, Instrument,
Task Status, Workflow

Status and Record Duration

I 3 digimeter 1
D lenchromotography
0 uiguidsamplers

D pulseoxymater

1
1
O multimetre instrument 1
1
1

0 spectrometer

(" List of files in the
selected folder

File Information

2021-07-05 16:07:19
2021-07-05 16:00:43
2021-07-0% 17:25:57

File Viewer Tags & Parsed Data

digimeter
Obyte
0

AGL 3

20231-07-05 15:31:57
2023-07-05 16:30:21

2021-07-05 17:51:02

AGLIS

2021-07-05 16:06:32

the selected file

View metedata of ;

FIGURE: 13 - Server Data Tab

e You can also filter files based on Client, Instrument, Record Duration, Task Status and/or
Workflow Status as shown in the above figure.

e Inthe Task Status field select All / Active / Deactive / Retire. Based on the selected
status the files are fetched as shown in the figure:
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Server Data Tempiate View Data Logger
FTP Group Chent
1on conlfg AGL35
Records Duration
Current Date w Y Filtes C Roser
=) Rewt &) Folde
| lon confg Name

nstrumant

Al

Based on the
selected status

Tagk Status
Selct the Al
status to |an ==
filter files Active
Deactive
Retire
Y Folder Upload
Version No  Upload On File Inform
File Name
1 2021-07-05 16:07:19

Size
_AC 1 ) Contains
Login Usarname)

Chent Name

7.05 17:51 Status

l Created On

FIGURE: 13a - Filter Files Based on Task Status

= Files highlighted in green are active files.

= Files highlighted in orange are deactivated files.

= Files highlighted in red are retired files.

e The Configuration button helps you to customize by enabling/disabling following filters

and actions in the data explorer.

Filters

Action Controls

Instrument

Open

Workflow Status

File Download

Restore

Folder Download

File Upload

Folder Upload

Version History

Workflow History

Tag

Audit Trail History

Attribute
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e All folders for the selected FTP location appear on the left panel. Double-click a folder
and you can see the list of files in the folder on the center panel. Based on the file type
(Image / audio / video), appropriate file icons appears as shown in the above figure.

e Version History: The Version History option enables the user to view list of versions of
the file. For every change, a new version of the file is stored in the server as shown in the

figure:
Server Data Template View Data Logger
FTP Group Client Instrument Task Status
Ion confg v AGL35 v All - All
Records Duration
Last 7 Days v Y Filter C Reset = Refresh ‘C‘.} Configuration
& open & File Download €3 Restore ] Version History ® wWork Comp
= 1lon confg Name Version No Upload On
I AGL35/Multimeter01/multimetre instrument
| AGL35/Tonchromotography/ionchromotograph X} of Soil solarization. x| C3 2021-07-06 18:12:50
| la tac nclf 1
AGL35/Digimeter/digimeter Instron sample tests.pdf -
) ‘1 Instron Test System - Copy.pdf
| AGL35/pulseoxymeter/pulseoxymeter
! Instron Test System.pdf 202 7-06 18 127
| AGL35/Liquidsamplers/Liquidsamplers e
,,,,, Using the Instron Test System 1 2021-07-06 18:07:46
I AGL35/spectrometer/spectrometer — _
%] Resource Reguirement of each cr 12 202 7-05 17:59:4
AGL35/ICPMOD/icpmodbusl t peryE— - :
| AGL35/1CPMOD/icpmodb 9 Protocol for folic acid.pdf 2021-07-05 17:58:16

I AGL35/Analyzers/ANALYZER

Effect of solarization on weeds.xlsx

Cell Line Develgpment of Chinese

FIGURE: 13b - Server Data Tab — Version History Option

e Meta data of the selected file appears in the right panel. In the File information tab you
can see the basic information of the file. And the Share Link that appears here helps you
to share the file with other users. Copy the link and share it with other user. This link
helps the user to view (only) the file content. The share link appears as shown in the

figure:
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File Information

2021-04-28 20:16:46
2021-03-02 16:06:49

Scheduler Task

D:\schedule path\AA3\sampleaa1 1.
pdf

1771884814

http:/agl91:8082/LoglabSDi
nmPGUID=3dbe3124-¢19d-4026-
ba45-ab2bc7803bo4aTaskiD=T2

B

FIGURE: 13c - Server Data Tab — Share link Option

e Workflow History: Based on the user group, user and team workflow configured, the data
will be verified. For example, the first user saves the data with work completed status.
The reviewer reviews the data and finally the approver verifies the data. The current
status of the file appears in the File Information tab as shown in the figure:

) approve | D Workfiow History

W 1ag < Refresh i

File Information File Viewer
= o>77 File Name IC Instrumentd-2.csv
5:27 Size 0.79 KB

Contains 0
Login Username AGL35\Sangeetha.R
I Client Name agi3s
Status Verified
Created On 2021-03-30 15:03:57
Modified On 2021-03-30 15:03:57
Task Type Scheduler Task
Source Path ENIn2\IC Instrument4-2.csv
Checksum 2542578815
Share Link

mpwwus:aosonoguaoswsmgh.g

Tags & Parsed Data

FIGURE: 13d - Server Data Tab — Workflow History Option
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¢ Inthe File Viewer tab you can see the file content. i.e. Text / Image / Audio / Video. The
file content appears as shown in the figure:

FIGURE: 13e — File Viewer Tab

¢ Inthe Tags and Parsed Data tab, you can view the tag details and parsed data of the
selected file. The Tags and Parsed Data tab appears as shown in the figure:

-
Created On

2021-07-06 1.
Sample Balance Mon..  Administrator  2021-07-06 15:

Test Optical Rotat. Administrator  2021-07-06 15:

L P laes A S dmdalabentns  ANANG AT e

FIGURE: 13f - Tags & Parsed Data Tab

1. If multiple fields are parsed then you can click Multi-Fields to view parsed fields. The
Multi-Fields dialog appears as shown in the figure:
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Multi-Fields

Determinati Ident Anions. Fluo Anions.Bro Anions.Chl Anions.Bro..  Anions,Chi Anions, Nitr Anions.Pho Anions.Sulf
2019-03... Std 3 06... 2.006 0.02 50.08 0.201 0.2 1.008 2.086 10.024
2019-03- Std 2 06/ 1.004 0.01 25 0.101 0.1 0.5 1 )
2019-03 Std 1 06/ 0.2 0.005 50 0.05 0.05 0.1 0.2

FIGURE 13g — Multi Fields Dialog

2. Click Export to export parsed fields to Excel sheet.

3.1.1 Search Server Data

The Search Server Data tab enables you to search records based on File, Tag and Parameter. You
can search based on the selected field(s), records duration and by selecting the relational
operator.

1. On the main menu, click, FTP Data View, and then click Search Server Data. The
Search Server Data tab appears as shown in the figure:

Bearch Server Dalno

Saved Filver

I Filter Info ByFile (@ ByTag By Parumeter Y Filte |
B 0pen ) Restoce ) Folder Download %) Audit Trsil Mistory 2 nstresh
File Name Version No Upload On File Information File Viewer Tags & Parsed Data
3 1ton chromatography 1 2021-05-05 12:14:41 imiam lon Chromatography
Size 0 byte
Contains 0

Y GCNPD1.pdf
] GCNPDS.pdf
Y GCNPD 2.pdf
] GCNPD4.pgf

] GONPD 1.0df

| GCNPD RESULT PEST 20210303

Login Username
Client Name
Status

Created On
Modified On
Task Type
Source Path

Checksum

AGLB%\Preethl.R

AGLS9

2021-05-0512:12:30

Scheduler Task

D:\Schedule path\lon Chromatography

Q)

FIGURE: 13h - Search Server Data Tab
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3.1.1.1

1.

Search Server Data By File

Click to select the By File option as shown in the above figure and then click Filter.

The By File filter screen appears as shown in the figure:

Records Duration

Last 30 Days

Date Category

FileuploadOn

Chent Name

All

Instrument Name

All

By File

All

8.

9.

FIGURE: 13i - By File Filter Screen

In the By File filter screen, fill in the following fields appropriately. You can fill in
fields whichever is required.

In the Records Duration field, select duration to fetch records.

In the Date Category field, select the date category to fetch records.
In the Client Name field, select the client.

In the Instrument Name field, select the instrument.

In the File Type field, select file type.

In the Size >= field, select the operator. For example, >/ </ =

In the File Name field, type the file name to fetch records.

10. Click to check the Save Filter check box to save the filter.

11. Click Submit.
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3.1.1.2 Search Server Data By Tag

1. Inthe Search Server Data screen, click to select the By Tag option as shown in the
above figure and then click Filter. The By Tag filter screen appears as shown in the
figure:

By Tag

Records Duration v Template

Last 30 Days QC

Select the
template
and then
select tag
to search

Category Value

Sample Pantoprazole tablets IP ,‘
r

on time

FIGURE: 13] - By Tag Filter Screen

2. Inthe By Tag filter screen, fill in the following fields appropriately. You can fill in
fields whichever is required.

3. In the Records Duration field, select duration to fetch records.
4. In the Client Name field, select the client.

5. In the Instrument Name field, select the instrument.

6. In the File Type field, select file type.

7. Inthe Size >= field, select the operator. For example, >/ </ =

8. Click to check the Template check box to select a template. And then select the
template from the list. Tags that are available in the selected template appears below
as shown in the above figure. Select the tag

9. Click to check the Save Filter check box to save the filter.

10. Click Submit. Records matching the selected tag and other search criteria are fetched
and appears as shown in the figure:
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Search Server Dnm6

Saved Filter
or Info By File ByTag @ ByParameter Y Filter
B> Coen . Fite Dow O Restore Vork Complets D Workflow History D Audit Trall History = o R
File Name Version No Upload On File Information  File Viewar Tags & Parsed Data
» File Name GCNPD1.pdf
GCNPD1, pdf 1 2021-05-03 15:22:33 s
Size 127.00 KB
Contains 0

4 GCNPD _RESULT PEST 20210303 ne Login Username AGLB9\Preethi.R

Client Name AGLBY

Status
Created On 2021-05-03 15:22:31
Modified On 2021-05-03 14:09:35

Scheduler Task

Task Type

3.1.13

FIGURE: 13k — Server Data Fetched - By Tag Filter

Search Server Data By Parameter

1. Inthe Search Server Data screen, click to select the By Parameter option and then
click Filter. The By Parameter filter screen appears as shown in the figure:

By Parameter
Records Duration + A & Clewm

Last 30 Days

Logical Operator Fiald Name Ratations Operator Frokd Valwe

Counts ,‘ = , -

FIGURE: 13 | - By Parameter Filter Screen

2. Inthe By Parameter screen, in the Records Duration field, select duration to fetch
records.

3
3. In the Field Name field, click @ and then select the field to search. Click * ** to
add more fields to the filter.
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4. In the Relational Operator field, click f and then select the operator. For example,
=, >, <etc.

5. Inthe Field Value field, type the value.
6. Click to check the Save Filter check box to save the filter setting.

7. Click Submit. The Save Filter dialog appears as shown in the figure:

Save Filter

Filter Name *

FIGURE: 13m — Save Filter Dialog

8. In the Filter Name field, type a name for the filter you want to save and then click
Submit. The chart view of the filtered server data appears as shown in the figure:
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From: 28/0272021 To. 30/03/2021

Filter Condition: Anions,Bromide.Concentration > 0

0 ond < Refresh
025
02 Jr—— e [—
A / v. / /
/ \ / v‘ ‘/‘
0.15 [\ / \ Anions Bromide Concentration: 0 101 [l
/ \ | \ | Creatod On: 2021-03-30 13:00:13 /
| \ f J
" / 1' / \ ,"
1 A o ‘. ,——. ‘,\ P—
/ “ / , kl |
0.05 2 L / el —/
0

Show Data Points

== Anions Bromide Concentration

FIGURE: 13n — Multi Fields Chart View

Click & % The grid view of the filtered server data appears as shown in the figure:
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From 280272021

Field Name

To. 30

03/202)

Anions.Bromide. Concentration

Filter Conditiosr:  Anvions. Biromide Concentration » 0

Fiedd Value

0.05

Created On

2021-03-30 13:00:13

3.1.2

FIGURE: 130 — Multi Fields Grid View

e For more information on FTP Group, refer ETP Configuration.

e For more information about Clients refer Client Master.

Action Controls

e Open - Select a file in the center panel and then click Open to view its contents.

e File Download - Select a file in the center panel and then click File Download to
download the file to the local computer.

e Restore — Restores the file to the source location (client) from where the file is initially
uploaded.

e File Upload — Enables to upload files manually.

e Folder Upload — Enables upload folders manually.
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Note: File Upload and Folder Upload options are enabled only if the Enable Manual
Upload option in the Preferences screen is enabled.

e Work Complete — Helps to change the status of the file. Once the work is completed,
select a file and click Work Complete. The Electronic Signature screen appears. Type
your password, in the Decision box, select the status i.e Work Completed, in the
Comments box, type comments and then click Submit. Now the record/file will go to the
Review stage.

e Workflow History — Select a file and click Workflow History. Details of workflow stages
the file passed through will appear in the Workflow History screen.

e Tag— Enables view and update tag details for the selected file.

e Multi-File Status Update — This option helps to change status of the multiple files in the
workflow. In the Server Data Tab click Multi-File Status Update as shown in the figure:

©® work Comgplets D) Workfium Hisory $ T Retesan

File information File \

Fbe Name Savnq[ i-File Stat pdate I

Sixe{xy) 1Ime

Coatasns L

FIGURE: 13p - Multi-file Status Update

The Workflow Status screen appears as shown in the figure:

k ‘m-b

[ Select workflow status
to view files

T

Click here to change
the workflow status
to the next stage

Click to
select files.
you can
select
multiple files

A

P ' 0LV 1S4 0 IT N

FIGURE: 13q — Updating Status of Multiple Files

Follow the on screen instructions to update status of multiple files.
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e Audit Trail History: Enables view audit trail history of the server data as shown in the
figure:

Server Data Template View Data Logger

Audit Trail History

File Name Client Name Instrument Name Reason Comments Audited By Created On

GCNPD_RESULT_PEST_202103... AGL91

System Comments

IC-02 Create GCNPD_RESULT_PEST.. 2021-04-21 0... System Gener...

FIGURE: 13r - Audit Trail History

e Attribute: Enables view attributes of the selected record/document as shown in the

figure:
Attribute
HName GCNPD_RESULT_PEST_20210303_new type
Size 127 KB
Item Type Adobe Acrobat Document
Date Modified 03-03-2021 10:24
Date Created 21-04-2021 1511
Attributes A
Percelived type : Unspecified
Owner AGL91\Suganya
Kind Document
Rating Unrated

FIGURE: 13s -Attribute
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3.2 Template View Tab

When a file is received from an instrument, the file is filtered and captured based on the template
parameters set in the Instrument lock screen. And the files are listed with the tag values as shown
in the figure:

~— i gmalie 'f"" Informa ' ‘,‘",.‘.‘" »‘ Tags & Parsed Data
B Catfeine Oral Citrate
v b L
Assay by HPLC h 1 2021-06-15 13:10:37 i

Related Substances = 2 2021.08.15 13:31730 Category Valoe Created By Created On

- b Template  QC Administrator 2021-06-15 13.
Qptical notalion a1 Sample Pantoprazole Administrator  2021-06-15 1311
- Pantoprazole tablets 1P

[ 73 ‘ Test Disintegration.  Administrator  2021.06-15 13:1
Assay by HPLC 3 ‘ e -3 1
Identification [' i Llst Of ﬁles il'l the
i lected fold ——
l Disintegration time ‘ selected folaer i MebtiFields» 2 papert

Dissolution

View templates and tags ( View tags and
mapped. Double-click a tag to parsed data of
view files fetched based on it. the selected file

FIGURE: 14 - Template View Tab
You can also double-click the file from the list to open to view the contents as shown above.

Instrument Lock helps in linking metadata from the template tags. Before capturing data from an
instrument, user can lock the instrument with specific combination of tags. These tags are
automatically linked to the next data capture from instrument. The Template Data tab helps in
viewing the server data based on the templates. This gives a more meaningful view for the data
captured from instruments. For example: A quality control analyst will be interested in viewing
data based on product>test>batch#. To know more about instrument lock, refer Instrument Lock

and Tags.

3.3 Data Logger Tab

The Data Logger tab enables filter and view captured file log based on the FTP Group, Client,
Instrument and specified date range. You can filter file log based on the Data Type: Alarm /
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Reading / Both and Channel: A1/ B1/A2/B2/All. The Data Logger tab appears as shown in the
figure:

Server Data Template View Data Logger

FTP Group Cilont Instrument From To

QcC v agl3s v All v 25/06/2021 25/06/2021

BOTH v - Al v
Channe Auto Refresh nart Ipen Archuve C Refrest

Qc Serial No Reading Unit Channel . mA Created On Alarm Lower_ Alarm  Lower,

2gi35/ICPMOD /ICPMOD

B4

FIGURE: 15 - Data Logger Tab Showing Log in Grid

Note: Data Logger feature is applicable only for interfacer mapped instruments.

If the Data Logger checkbox in the Scheduler screen is checked, then for every capture
from the instrument, log is created and stored in the specified path.

Auto Refresh: If you enable the Auto Refresh option, the log screen is refreshed with new entry
for every capture from the instrument.

3.3.1 Chart View

By default, the Data Logger screen appears in the grid. You can click to view log in
the chart form for all data types: Alarm / Reading / Both and for the selected channel as shown in
the figure:
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Server Data Template View Data Loggtré
FTP Group Chient Instrument From ]
QC v agl3s v Al - 25/06/2021 25/06/2021
T Cheet £ "
]
Data Type RO Channel Ml X Auto Refresh & Open Archive T Grit Z netrest
From: 25/06/2021 To: 25/06/2021
> QC

agl3s/1CPMOD/ICPMOD

FIGURE: 16 - Data Logger Tab Showing Log in Chart for the Selected Data Type and Channel

3.3.2 Open Archive

Data log can be archived if the same is mentioned in the scheduler. Click to view
the log in the archive. The Open Archive screen appears as shown in the figure:

Server Data Template View Data Logger
Open Archive
From To Dats Type Channel
25/05/2021 26/05/2021 BOTH v Al v Y Filte o Ch & expon
Scheduler Path.  agI3S/ICPMOD/ICPMOD
Serial No Reading Unit Channel 1D mA Created On Alarm Lower_Alarm Lower_We =
1 17.76428 F B2 18.64698 2021-05-26 11:21:43 0 o
17.76428 F A2 ]
3 1 F B2 0
4 F A2 0
5 F B2 0
Az 0
. B2 (
F A2 0
v B2 o
5428 A2 0 0
6542 B2 \ )
6428 F A2 0

FIGURE: 17 - Data Logger Tab Showing Log in the archive

To view the archive in the chart click . The chart view appears as shown in the figure:
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Server Data Template View Data Logger
Open Archive
From To Data Type Channel
25/05/2021 26/05/2021 BOTH v All v Y Fher = Grie T Refresh  Close
Scheduler Path. agl35/ICPMOD/ICPMOD
Data Logoer
25°C
2021-05-26 102832 1576428°C
20°C 4
o« 15C
c
B8
©
LT
5C 4
R = - ey T e
Date
Min 8.76428 Max  19.76428

FIGURE: 17a - Data Logger Tab Showing Log in the archive — Chart View
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4 Masters

Masters menu helps the administrators to add and manage domains, clients, instruments, sites,
templates and tags.

Following are the basic masters in Logilab SDMS:
e Domain

e Client

e Instrument
e Site

e Templates and Tags

You can add and edit, export and print master entries in the respective master tabs.

4.1 Domain Master

Domain Master enables the administrator to add existing corporate domains to Logilab SDMS.
You can add both servers based and database based domains.

To add a domain to Logilab SDMS, follow these steps:

1. On the main menu, click., and then click Base Masters. The Base Masters screen
appears and by default, the Domain master tab appears as shown in the figure:

Click here to add new
Domain to SDMS

Administratoc

2021-06-14 10:48:40

Select a Domain

and then click
here to edit

List of Domains added ‘ \ Domain details
to SDMS appears here View log details of
selected Domain

45



4w Logilab

User Manual v6.5 20211025 01

FIGURE: 18 - Domain Master Screen

You can see the list of domains added to SDMS.

2. Click Add to add a new domain. The Add Domain dialog appears as shown in the

figure:

Add Domain

Corpagaram

..........

FIGURE: 19 - Add Domain Dialog

3. Inthe Name field, type the domain IP Address you want to add.

4. Inthe Server IP/ Name (Optional) field, type the IP address of the domain as shown
in the above figure.

5. Inthe Domain Username and Domain Password boxes, use the user name and
password that you use to authenticate the domain.

6. Click Active to make the domain active in the SDMS.

7. Click Submit to save the domain.
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4.1.1 Editing Domain

1. Inthe Domain master tab select a domain from the list and then click Edit. The Edit
Domain dialog appears. You cannot edit the Name and Login Domain Name fields in
the Edit Domain dialog.

2. Update other details if required and then click Submit. The Audit Trail dialog appears.

3. Inthe Audit Trail dialog, type the password, select reason for editing, type your
comments and then click Submit.

4.2 Client Master

Computers that are connected to the instruments are called clients. Client computers pull data
from the instruments. Client master enables you to add client machines to SDMS. When you add
a client you can map instruments to the client. You can also add a new instrument to the client if
required.

1. On the main menu, click, and then click Base Masters. The Base Masters screen
appears. Click Client to go to the Client master tab. The Client Master tab appears as
shown in the figure:

The Client Master tab enables you to do the following:
e Add Client

e Edit Client details

e Export Client Master to Excel

e Print Client Master
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List of clients added to
SDMS appears here

Click here to export
list of clients to excel
Click here to add new
client to SDMS
Cliant Type i

Admimistrative
Click
here to
print

Select a client
and then click
here to edit

details client list

View log details of
selected client

FIGURE: 20 - Client Master Tab

4.2.1 Add Client

To add a client to the Client Master, follow these steps:

1. Inthe Client Master tab, click
the figure:

=+ Add

. The Add Client dialog appears as shown in
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Add Client

Chiont Name *

Client Alias Name *

Client Type *

Administrative

Active Gateway Chent
Instrument Name u

v Instnamel
v' Ins002
v sdminsl

/| ICPMOD

FIGURE: 21 - Add Client Screen
2. Inthe Client Name box, type the name of the client machine to add.
3. Inthe Client Alias Name box, type the alias name for the client.
4. From the Client Type box, select the type of the client.

Different Client Types in SDMS has different purpose. And the list is as follows:

e Instrument Client is common type used to capture data from an
instrument.

e Document Client is for capturing non-instrument files.
e Administrative Client is for review and configuration purpose.
e Empower Client is to empower instrument configuration.

5. Click to check the Active check box to make the client active.
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6. Click to check the Gateway Client check box to make the client gateway client.

7. In the Instrument Name box, if there are instruments then, click to select instruments
from the list to map them to the client.

Note: If the instrument is already mapped to some other client, then you will not be able
to map that instrument.

8. Alternatively, you can clicku to add an instrument to the client. To see how to
add an instrument, click here.

9. Click Save.

42.2 Edit Client Details

To edit client details, follow these steps:

1. On the main menu, Click, and then click Base Masters. The Base Masters screen
appears. Click Client to go to the client master tab. The Client Master tab appears.

2. Inthe Client Master tab, click to select the client from the list you want to edit and

then click L™ |. The Edit Client screen appears as shown in the figure:
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m
Q
)
=

Chent Name

aglls

admin

Client Type

Administrative

Active v

v instnamel
v Ins002
v sdminsl

s 1CPMOD

Gateway Chent

FIGURE: 21a — Edit Client Screen

3. Do the required changes to the client details and then click Save to save the changes.

Note:

4.2.3

To export Client Master to Microsoft Excel, follow these steps:

a. You connot edit Client Name.

b. You cannot deactivate a client if the client has an active schedule. You will see
a warning message saying “The client have an active schedule. So cannot

deactivate this client”.

Export Client Master to Excel
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1. On the main menu, click, and then click Base Masters. The Base Masters screen
appears. Click Client to go to the client master tab. The Client Master tab appears.

.ﬁ Export

2. In the Client Master tab, click

. The file Save As dialog appears.

3. Inthe Save As dialog locate the folder where you want to store the Excel file and then
in the File Name box, type a name for the exported file.

4. Click Save.
4.2.4 Print Client Master
To print Client Master, follow these steps:

1. On the main menu, click, and then click Base Masters. The Base Masters screen
appears. Click Client to go to the Client master tab. The Client Master tab appears.

.
. . = Print . .
2. In the Client Master tab, clickL—__"™"|. The Print screen appears as shown in the
figure:
@ about:blank
CLi| o i Print 1 sheet of paper
Cli
Destination E LLPROFRINTER hd
Pages All -
Layout Portrait A
Color Color v
More settings v
m Cancel

FIGURE: 22 - Print Client Master Dialog
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3. Inthe Print dialog, you can see the print preview of the client master on the right side.

4. Click Print to print the client list.

4.3 Instrument Master

The Instrument master tab enables you to do the following:

e Add instruments

e Edit instrument details

e Export Instrument Master to Excel

e Print Instrument Master

1. On the main menu, click-, and then click Base Masters. The Base Masters screen
appears. Click Instrument to go to the Instrument master tab. The Instrument master
tab appears as shown in the figure:

Click here to retire
selected instrument

Search
instrument here

Click here to add new

instrument to SDMS
o e | o f 2 8

Instrument Code tnstrument Allas Name T /

Select an ( Click here to
i P e instrument and export/ print
[CPMOD 1CPMOD Active then click here instrument
spectrometer spectrometer Active to edit details liSt
Liquidsampters Uquidsamplers Active
pulseoxymeter pulseoxymeter Activa
Digimeter Digimater Active
tonchromotography lonchromotography Active , ~
Multimeter03 Multimetarl Activa | View |Og details of

| selected instrument

' List of instruments
added to SDMS
appears here

FIGURE: 23 - Instrument Master Tab

4 3.1 Add Instrument

To add an instrument to the Instrument master, follow these steps:
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1. On the Instrument master screen, click

+ Add

as shown in the figure:

. The add instrument screen appears

Add Instrument
Avadable License 15
Instrument Code
pH
Instrament Allas Name
pH Meter
Instrument Model
pH Meter
] 1y 1}
pHO
Lock -
Automatic
Parser Type
InterFACER
Inmerf acer Mapped v Active

Interf acer Instrument

Create New

FIGURE: 24 - Add Instrument Screen

2. Inthe Instrument Code box, type the name of the instrument you want to add.

3. Inthe Instrument Alias box, type the alias name for the instrument.

4. In the Instrument Model box, type the model of the instrument.

5. In the Instrument Make box, type the make/manufacturer name of the instrument.

6. Inthe Lock Type box, select Automatic / Manual. If you select Automatic, the
instrument will be locked automatically when in use. If you select Manual, then you
need to go to the Lock Settings screen and lock the instrument manually.
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7. Inthe Parser Type box, select NONE / InterFACER.

8. Active: specifies if the instrument is active.

Note: If SDMS is integrated with ELN or InterFACER, respective option appears in as
shown above. If SDMS is configured as standalone, then the Active check box alone
appears. Integration of SDMS with ELN / InterFACER / standalone is done in DB
settings.

9. Click Submit.

4.3.2 Add ELN Instrument

All files received from ELN instruments are parsed. If ELN is integrated with SDMS, the Parser
Type field appears in the Add Instrument screen.

e Select the Parser Type for the ELN instrument. And then click Save.

4.3.3 Add interfacer Instrument WITH / NO parsing

Interfacer is a middleware application runs as windows service.

Interfacer Mapped option — If checked then the user will be able to save communication settings
for the instrument as interfacer instruments are connected and can communicate via
RS232/TCPIP. Or user can select the exiting interfacer instrument.

Parser Type options (None, Web Method, interfacer), if the instrument has fields to parse then
the parser engine can be selected here.

Web Method — Method will parse the fields.
Interfacer — Interfacer service will parse the fields.

If interfacer is integrated with SDMS, the Interfacer Mapped check box, Parser Type field and
the Communication Settings field will be enabled in the Add Instrument screen as shown in the
figure:
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Avasiable License 15

Lommunication Sathings
pHO1 mmu alior things

omm, Type Parsty

FILE
pH Meter

P Address 10p Bis

pH Meter

Durt Nigrder
ment Mahe ( arde
Data B

Harsd Shake

Automatic
Parser Type

Termemation idie Secumts

InterFACER

Resud Sarple 10 Frov
imerfacer Mapped o Active o IFACER
mterfacer strument

Create New

—

FIGURE: 25 - Adding Interfacer Instrument With / No Parsing
10. In the Parser Type box, select Interfacer.

11. Click to check the Interfacer Mapped check box. When Interface Mapped option is
checked, the Interfacer Instrument list box appears and you can select the interfacer
instrument to add as shown in the figure:

Note: Select NONE for NO Parsing type. In the NO parsing type the files may be parsed
by a third party tool.

12. In the Interfacer Instrument box, select New Instrument.

13. Click Communication Settings. The Communication Setting dialog appears as
shown in the figure:
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FILE

P Adres

Sampie 1D Froer

IFACER

FIGURE: 26 - Communication Setting Dialog

14. In the Communication Setting dialog, in the Comm. Type box, select the
communication type.

The communication type can be any one of the following:

TCP _Client Or TCP_Server : The instrument acts as client / server. If you select TCP _Client Or

TCP_Server as communication type, then specify the IP Address of the instrument and the port
number in the respective fields.

RS232 : If you select RS232 as communication type, then select/type value for Com Port
Number, Baudrate, Parity, Stop bits, Data bits and Handshake as applicable.

In the Termination Idle Seconds box, select number of idle seconds after which the
communication will be terminated with the instrument.

Note: Refer respective instrument manual for value ranges for Com Port Number,
Baudrate, Parity, Stop bits, Data bits and Handshake fields.

FILE : If you select FILE as communication type, then just click Submit.
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For Data logger instrument, the Communication Settings dialog appears as shown in the figure:

Edit Instrument

Avadatile License: 14 _— oy = ~
Instrument Code * Communication Settings

ICPMOD

Camm. Type Channed Number

" 5
Instrument Alas Name 1CPMODBUS
ICPMODBUS
Mnimiam Data Posmt
IP Address
2
trestrument Moded 1921881100
ICPMIOD
Maximum Oata Paint
TCP Port Nurnber
)
Irstrument Make 4001
ICPMOD d
Conversion Type
Minamom Current
Lock Type 4 NONE
Automatic
Maximum Current Tertrenation |dle Seconds
0 5
Parser Type *
NONE - Residt Sample (D From
IFACER

Imerfacer Mapped v Active
Interfacer instrument *

ICPMOD ICPMOD

FIGURE: 26a - Communication Setting Dialog — Data Logger

15. Fill in required fields. Note that when you add an instrument, parser is not required
for Data Logger instruments. Hence in the Parser Type field, select NONE.

16. Click Submit. You will see a confirmation message saying “Instrument Details
Saved”

17. Click Ok.

4 34 Edit Instrument

To edit instrument details, follow these steps:
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1. On the main menu, click, and then click Base Masters. The Base Masters screen
appears. Click Instrument to go to the Instrument master tab. The Instrument master
tab appears.

2. On the Instrument Master screen, click to select the instrument from the list you

want to edit and then click L—_""" |. The edit instrument screen appears.

3. Do the required changes to the instrument and then click Submit to save the changes.

Note:
a. You cannot edit Instrument Code.

b. You cannot deactivate an instrument if the instrument is locked. You will see a
warning message saying ‘“Currently the Instrument is locked,so cannot
deactivate the instrument”.

4.3.5 Export Instrument Master to Excel

To export Instrument Master in to Microsoft Excel, follow these steps:

1. On the main menu, click, and then click Base Masters. The Base Masters screen
appears. Click Instrument to go to the Instrument master tab. The Instrument master
tab appears.

ﬂ Export

2. On the Instrument master screen, click . The file Save As dialog appears.

3. Inthe Save As dialog locate the folder where you want to store the Excel file and then
in the File Name box, type a name for the exported file.

4. Click Submit.

4 3.6 Retire Instrument

To retire an instrument, follow these steps:

1. On the main menu, click, and then click Base Masters. The Base Masters screen
appears. Click Instrument to go to the Instrument master tab. The Instrument master
tab appears.
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5.

@' Retire

On the Instrument master screen, select the instrument and then click

In the Confirmation dialog, click Ok.

An Audit Trail screen appears for authentication. Type your password, reason and
comments appropriately and then click Submit.

Click Submit.

Note: You cannot retire an instrument if the instrument is locked. You will see a warning
message saying “Currently this Instrument is locked, so cannot retire ”.

4.3.7

Print Instrument Master

To print instrument list, follow these steps:

1.

On the main menu, click, and then click Base Masters. The Base Masters screen
appears. Click Client to go to the Client master tab. The Instrument master tab
appears.

[ )
In the Instrument master tab, click'=_"""" |. The Print screen appears as shown in

the figure:
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Pri nt [3 - [s ST

Total: 1 sheet of paper

Destination 5 LLPROPRINTER -
Pages All -
Layout Portrait -
Color Color -
More settings e

Print using system dialog... (Ctrl+Shift+P)

FIGURE: 27 - Print Instrument Master Dialog

LT WAETER

.....

3. Inthe Print dialog, you can see the print preview of the instrument master on the right

side.

4. Click Print to print the instrument list.

4 4 Site Master

Site master enables you to add new sites and manage sites in SDMS. .

1. On the main menu, click, and then click Base Masters. The Base Masters screen
appears. Click Site to go to the Site master tab. The Site Master tab appears as shown

in the figure:
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Site to SDMS 4o e |

Search Site :
here
/ Click here to add new

Select a Site
and then click
here to edit
details

List of Sites added to p
SDMS appears here View log details of
selected Site

FIGURE: 28 - Site Master Tab

The Site master tab enables you to do the following:
e Add sites

e Edit site details

4.4.1 Add Site

To add a site to the Site master, follow these steps:

=+ Add

1. In the Site master tab, click
figure:

The Add Site dialog appears as shown in the
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Add Site
Site Code * Mobile Mo
I
Site Name * Fax Mo
Site Address E-mail

Conftact Person

FIGURE: 29 - Add Site Dialog

2. Inthe Site Code box, type a code for the site.
3. Inthe Site Name box, type the name of the site to add.

4. Fillin Site Address, Contact Person name, Mobile No of the contact person, Fax No,
Email boxes as applicable.

Note: Before you save the site if required, click Reset to clear all fields for fresh entry.

5. Click Save.

4 5 Edit Site Details

To edit site details, follow these steps:

1. On the main menu, click, and then click Base Masters. The Base Masters screen
appears. Click Site to go to the site master tab.

2. Inthe Site master tab, click to select the site from the list you want to edit and then
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& Edit

click . The Edit Site screen appears.

Note: You cannot edit Site Code.

3. Do the required changes to the site details and then click Save to save the changes.

4.6 Template and Tags

Templates are created and managed to capture files in a customized structured manner in SDMS.
When files are uploaded the pre tagged, templates enables automatically group, store and retrieve
files easily. In templates you structure data by creating tags and group them in hierarchy.

Template Tags enable association of meta data to records captured which in turn used to search
related records.

To setup templates, follow these steps:

1. On the main menu click, and then click Template and Tags. The screen appears
as shown in the figure:

Tag Master Template Mapping

Tag Master + Ada Z ngie Create Template based on Hierarchy Structure
Template Type Mapped @ Unmagped

Template Master
'R:M.llon
DataFor |lesl

Trial Project

- 2 e View Hierarchy
Tag Value Master & 2ad 7 o £ I TemplateHierarchy

FIGURE: 30 - Template and Tags Screen

Creating a template consists of the following steps:
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4.6.1 Step I: Create Tags and Add Values to Tags

Tags are basic components of a structure and define meaning of any data. So you create a tag and
add values to the tags. For example: Test is a tag and all the test types are added as tag values to
the test as shown in the figure:

To create a tag, follow these steps:

1. In the Tag Master tab, under Tag Master, click * ** . In the Tag Name box, type

the tag name and then click Submit. As shown in the figure:

Add Tag

Tag Name *
Fryability|

FIGURE: 31 - Tag Master Tab

Note: If the tag is assigned with Values then it becomes Master Tag and allows selection
of predefined values as dropdown. If the Tag is not set with values then it behaves as
User Input tag and user can input the values during transaction.

2. Once you add tags, you need to add tag values to the same. In the Tag Master, select

the tag you want o add values and then under Tag Value Master, click A9 The
Add Tag Value dialog appears as shown in the figure:
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Add Tag Value

Tag Value * + Add

Tablet|

X Delete
Durability

FIGURE: 31a — Add Tag Value

3. Inthe Tag value box, type the tag value and then click Submit. Same way, you can
add multiple values to a tag. All the values appear as dropdown list in the transaction.

Note: Only Tags with tag values appear in the Hierarchy Structure and Template Master
screen.

For Mapped templates you can define the hierarchy in the Hierarchy tab and add values
in the Template Master tab. Tags added in the hierarchy will become mandatory tags in
the template. One-to-many relations can be defined to the Master Tags by defining
Mapped Tag structure.

For Unmapped templates, you cannot define the hierarchy. But you can add tags in the
Template Tags tab. These tags are not mandatory tags and become additional/optional
tags in the template. Unmapped tags display full list independently for selection, unlike
mapped tags with one-to-many relation. To more details about templates, refer Creating

Templates.

4.6.1.1 Editing Tag Name

1. To edit a tag name, under Tag Master, select the tag name to edit and then click Edit
as shown in the figure:
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Edit Tag

Tag Name *

Fryability

FIGURE: 32 - Editing Tag Name
2. The tag selected for edit appears in the Edit Tag dialog. Do required changes and then
click Submit as shown in the above figure. A confirmation message saying “Tag

Name Updated Successfully” appears.

4.6.1.2 Editing Tag Value

1. To edit tag value, under Tag Value Master, select a tag value and then click Edit. The
Edit Tag Value dialog appears as shown in the figure:

Edit Tag

Tag Value Name *
Tablet

FIGURE: 33 - Editing Tag Value

2. The tag value selected for edit appears in the Edit Tag Value dialog as shown in the
above figure.

3. Edit the tag value and then click Submit. A confirmation message saying “Tag Value
Updated Successfully” appears.
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4.6.2 Step II: Create Template

1. Inthe Template and Tags screen, The Template Master section appears as shown in
the figure:

&ﬁb Tiwe Tone AswXolma (VTCOUE3T)  Demabr SOMI 0w Agwmn Techonnges ety
YO0

Tag Master Template Mapping

Tog Master T D Create Template based on Hierarchy Structure
Term, o)

) oaking toe = o

Oatafor

™ o

Resutt

ARNO

Batonne

|Project

Test

Samgpie

Tog Vakie Master S T e ©5 | Templatenesarcy

Looking for :l::

[project-002 Test

Project-001
Méthed Development Proect

(%)

FIGURE: 34 — Template Master Section

Here you create a structure using tags in hierarchical order. For example, Sample is the first level
and Test is the second level in the hierarchy. Before you create a structure you must specify the
type of the template: Mapped/Unmapped.

e For Mapped templates you can define the hierarchy and add values in the Template
Master. Tags added in the hierarchy will become mandatory tags in the template. One-to-
many relations can be defined to the Master Tags by defining Mapped Tag structure.

e For Unmapped templates, you cannot define the hierarchy. But you can add tags to the
Template Tags. These tags are not mandatory tags and become additional/optional tags in
the template. Unmapped tags display full list independently for selection, unlike mapped
tags with one-to-many relation.

To create a template, follow these steps:

2. Define the template type by selecting Mapped / Unmapped.

3. Inthe Template Name box, type a name for the template and then click A9 The
Add Template dialog appears as shown in the figure:
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Add Template

Master Tag List Tag Hierarchy List
TagName l TemplateHierarchy

Fryability

FIGURE: 34a - Add Template
4. Do any one of the following:

e For Mapped template: Under Master Tag List, select a tag value and then click

" . The tags are moved to the right side and appear in hierarchy as moved in the
same order as shown in the above figure. The mapped template has a mandatory
tag and appears in red as shown.

e For Unmapped template: You cannot define the hierarchy hence, click Save to
save the template.

5. Click Save. You can see a confirmation message saying “ Template Name Saved
Successfully”

Note: The templates you created here are listed in the Template Name box in the
Template Mapping tab with Fields in defined hierarchy to assign one- to- many
relational values.

Once you create a template, you can set values to the tags in the template. To do so, follow these
steps:

1. Inthe Template and Tags screen, go to the Template Mapping tab. The tab appears
as shown in the figure:

69



I

]

ows

ogilab

User Manual v6.5 20211025 01

Tag Master Template Mapping
Template Type Mapped @
e ProjectNumber. List v % Mapping
View Template Mapping = I ProjectNumber_List

PJ0O01

FIGURE: 34b - Template Mapping Tab

2. Inthe Template Mapping tab, In the Template Name box, select the template.
Templates that you created in the Tag Master tab are listed here.

3. Click. The Configure dialog appears as shown in the figure:

4.6.3 Step III: Set Template Value

Configure

Template Name

PharmaTempiate
TagName TagValue
I Fryability Durability = l
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FIGURE: 35 — Template Mapping Tab — Configure Dialog

1. List of tags added to the template appears on the left side. Values added to the tags
appear instead of the tag names.

2. Under TagValue, select the value for the tag. List of tag values appears for the
selected tag.

3. Click save. You will see a message saying “Template value saved successfully”.

4. Same way you can add more values for the selected tag in the template. After you add
values to the tags in the hierarchy in the Template Master tab, you can see the tree
view of the tags and tag values as shown in the figure:

Tag Master Template Mapping

Template Type Mapped @
Template Name PharmaTemplate -

= | PharmaTemplate

View Template Mapping
Durability

FIGURE: 36 - Tree view of Tags and Tag Values in the Template Mapping Screen

Unmapped templates do not have mandatory tags; hence, you cannot see tags. Additional tags
added in the Template Tags tab appears in the Instrument Lock screen.
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5 FTP Configuration

Logilab SDMS uploads files captured from the instruments using FTP. The FTP Configuration
menu enables you to create server/disk space and configure the same for file upload. This
process consists of the following three steps:

e Server Configuration

e Drive Configuration

e FTP Configuration

5.1.1 Server Configuration

Here you set the server machine for file upload. You need to select the server name and the OS
and then provide valid username and password for the server machine access. You can create an
active or passive server. However, you can update the status of the server later.

1. On the main menu click, and then click FTP Configuration. By default, the
Server Configuration tab appears as shown in the figure:

Server Configurstion I Sacvar Drive Configurntion FIP Configuration Click here to configure
r new server to Logilab
SDMS D I p

Server Hane Dervar Type Server Grarue I8 Tasnest s FTP bocatnd 0 Sy Ves

Selecta serv
configuration
and then click
here to edit
configuration
detaiis

| AGLSL windows 10 Active

View list of
servers Moated On 2021-04-20 14 23 %0

configured in
Logillab SDMS

View log

detalis of the
selected server

FIGURE: 37- FTP Configuration — Server Configuration Tab

5.1.1.1  Add Server Configuration
To add a Server Configuration, follow these steps:

+ Add

2. In the Server Configuration tab, click
appears as shown in the figure:

. The Add Server Configuration dialog
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Server Name

AGLIS

Server Type

WINDOWS 10

Server Usemams

AGLIS Sangeetha R

Add Server Configuration

FIGURE: 38 - Add Server Configuration Tab

3. Inthe Server Name box, Type the PC name that you want to use as server.

Note: If in a network, list of computer names that are connected to the network appears
here. In that case, you can select the computer from the list.

4. From the Server Type box, select the OS name of the server. The server machine may
have been installed with dual OS. So you need to mention the OS for the selected

Server.

5. Inthe Server Username box, type the user name for the server.

6. In the Server Password box, type the password.

Note: You need to provide valid user name and password that you use to login to the
server machine. The same user credentials are validated in the 1S while setting up FTP.
Click here to see more information on 11S and Setting up FTP.

7. Click to select Is Tomcat and FTP located in Same Server check box if the Tomcat
and FTP servers are configured in the same machine.

8. Click to select the Active check box to make this server active.
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9. Click Submit to save the server configuration.

Warning! : If you click Close before saving will close the FTP Configuration screen
without saving the configuration.

5.1.1.2 Edit Server Configuration Details

1. Inthe Server Configuration tab, select the configuration you wish to update and then

. @ Edit
click :

. The Edit Server Configuration dialog appears. Update the
configuration details and then click Submit to save the changes.

Note: You cannot edit Server Name.

5.1.2 Drive Configuration

Here you select the drive where you can create folders/directories for file upload. Select the
server and then select the drive path in the selected server.

1. On the FTP Configuration screen, click Server Drive Configuration tab. The Server
Drive Configuration tab appears as shown in the figure:

e L FP Canlguration Click here to configure
new server to Logilab
SDMS e & l

Select a server
configuration
and then click
here to edit
View list of e ke configuration
servers detalls

Barvm Configuration Sarver D

Sarvw Mare Ditwe Puth

! AGL9L DA SDMary

configured in
Logilab SDMS

View log

details of the
selected server

FIGURE: 39 - Server Drive Configuration Tab

5.1.2.1  Add Drive Configuration
To add a Drive Configuration, follow these steps:

1. Inthe Server Drive Configuration tab, click + Add

The Add Server Configuration
dialog appears as shown in the figure:
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Server Name *

AGL91

D:ASDMSFTP

Port Number *

24

Active v

Add Server Drive Configuration

Server Drive Path *

FIGURE: 40 - Add Server Drive Configuration Tab

2. From the Server Name box, select the server name you want to create the disk /drive

space.

Note: Servers that you added in the Server Configuration tab will appear in the Server
Name box. Select a server from the list.

3. Inthe Server Drive Path type the path of the site that you created in 11S. For example
if you have created C:\SDMSFTP Site in IS, then type the same path here. Or copy
and paste the path manually.

4. In the Port Number box, type the port number for the drive selected.

5. Click to select the Active check box to make this drive configuration active.

6. Click Submit.

Edit Server Drive Configuration Details

In the Server Drive Configuration tab, select the drive configuration you wish to update

and then click

(& Edit

. The Edit Server Drive Configuration dialog appears. Update the

drive configuration details and then click Save to save the changes.

Note: You cannot edit Server Name.
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5.1.3 FTP Configuration

FTP configuration is where you create directories / folders for file upload. The client machines
are grouped based on the departments/ sections etc and for each group you can create a directory.
For example creating a group RnD enables store files related to the RnD department/group.

Select the server and drive and then specify the directory name in the FTP Alias Name and FTP
Virtual Directory Name. FTP Alias Name and FTP Virtual Directory Name can be same for the
ease of identification.

1. On the FTP Configuration screen, click FTP Configuration tab. The FTP Configuration
tab appears as shown in the figure:

Server Configuration Server Drive Configuration uration X "
' M L Click here to configure
new FTP + Add

Server Name FTP Alias Name RO WR Status FTP Virtual Path DASDMSFTP\QC

FTP Virtual 1P ftp/AGL91:24/QC

AGLO1 Qc v v Active Virtual/Static IP (Optional) ftpu//192.168.0.25:24/QC

Selecta FTP
configuration
and then click
here to edit
configuration
details

AGL91 QA v v Active Created By Administrator

Created On 2021-05-12 11:18:35

View list of Modified By

FTPs Modified On
configured in AN
Logilab SDMS

View log details of
the selected FTP

configuration

FIGURE: 41 - FTP Configuration Tab

5.1.3.1  Add FTP Configuration
To add FTP Configuration, follow these steps:

+ Add

1. Inthe FTP Configuration tab, click
appears as shown in the figure:

The Add FTP Configuration dialog
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Server Configuration

Server Name *

AGL91

Server Drive Path *

D:\SDMSFTP

FTP Group Name *
ac

Server Drive Configuration FTP Configuration

Add FTP Configuration

Server Name/IP *

AGLI v Check

Virtual/Static IP (O

192.168.0.25

Port Number *

24

Active W

S

10.

11.

FIGURE: 42 - Add FTP Configuration Tab
From the Server Name box, select the server name you want to create the directory.

In the Server Drive Path box select the drive where you want to create the directory.
For example if you have created C\SDMSFTP Site in IS, then select the same path
here.

In the FTP Group Name box, type a name for the group you want to create. The
system will check if the group name is available for use. If so, then you can see a
message saying “FTP Group Name Available” in green. And the same name will
appear in the FTP Virtual Directory Name box as shown in the above figure. Or you
will see a message saying “FTP Group Name Already Allocated”.

By default, the Read and Write options are enabled. If you want, you can disable any
of these options as required.

In the Server Name / IP box, the name or IP address of the server machine appears.
In the Virtual/Static IP (Optional) field, type IP address of the server.

In the Port Number box, type the port number that you allotted in the 1S while
creating the FTP site for the drive selected.

Click to select the Active check box to make this drive configuration active. However,
you can change the status later.

Click Check. This checks if the FTP path mentioned is accessible and verifies if the
read and write permission for the given path is valid.

Click Submit.
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Note: Grouping client machines activity is done in the scheduler screen. Though you can
create a new group in the FTP Configuration screen, you can group clients and map file
upload only in the scheduler screen. Click here to know more about Scheduler.

5.1.3.2 Edit FTP Configuration Details

¢ Inthe FTP Configuration tab, select the FTP configuration you want to update and then

click =™ | The Edit FTP Configuration dialog appears. Update the configuration

details and then click Save to save the changes.

5.2 FTP Rights

You can define access rights to the user groups to view FTP directories. To do so, follow these
steps:

=
1. On the main menu click , and then click FTP Rights. The FTP User Mapping View
screen appears as shown in the figure:

FTP User Mapping View

AGL3S Sample Analysis

FIGURE: 43 - FTP User Mapping View Screen

2. You can see list of FTP locations available.

G":,1 Mapping

3. Select an FTP location from the list to map users and then click . The FTP

User Mapping Entry screen appears as shown in the figure:
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FTP User Mapping

FTP Name
QAIQA

Group Name

Administrator

User Map Select Ali

Users Map

Administrator v

ATE1SO

m

"

ATEL

AN
v

FIGURE: 44 - FTP User Mapping Entry Screen

4. Inthe FTP Name box, the selected FTP directory appears.
5. Inthe Group Name box, select the user group you want to map to the FTP directory.

6. Now you can see the selected user group under User Map. Click the check box under
Map to select individual user to map. To map all the users in the selected user group,
click to select the Select All check box.

7. Click Ssubmit. Users selected from the user group are mapped to the selected FTP
directory.

e Inthe FTP User Mapping View screen, click Export to export FTP locations to Excel.

e Click Print to print FTP location details.
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6 Scheduler

6.1 Create a Schedule

The Data Scheduler screen helps you to create a schedule for file upload. For this you have to
setup the file path, client and instrument.

1. On the main menu, click, and then click Data Scheduler. The Data Scheduler
screen appears as shown in the figure:

Data Scheduler

Default Parser Method

File Settings Upload Policy Schedule Trigger/Expiry Schedule Capture
On
File Settings
Client Name *
ELN Status
agl3s v Auto Enable Parsing Yes
Instrument Code * Path Type
Local Path
ICPMOD ®
Source Path *
Test Name E:\Datalogger schedule « Check

FIGURE: 45 - Data Scheduler Screen

The Scheduler screen is designed in a way to scroll down to fill up required details.
Alternatively, you can also click the tabs to jump to the respective topics.

Creating a schedule consists of the following steps:
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6.1.1 Setup File

6.1.1.1 Setup File, Client,

Instrument, Test and Method for schedule

Data Scheduler

File Settings Upload Policy

File Settings
Client Name *

agl3s

Instrument Code *

ICPMOD

Default Parser Method

Schedule Trigger/Expiry Schedule Capture
On

ELN Status

Enable Parsing Yes

Path Type

LocaiPath @@

Source Path *

E:\Datalogger schedule o Chech

FIGURE: 46 - File Settings

2. Inthe Client Name box, select the client. Client machines that are added to the Client
Master are listed here. You can choose the client for which you want to create a

schedule.

3. Inthe Instrument Code box, select the instrument. Instruments that are mapped to the
selected client are listed. You can choose the instrument for the schedule.

4. The Test Name and Default Parser Method fields are enabled only for ELN
instruments. Based on the selected instrument, the test name and the method name for
the selected test appear. Select the Test Name and then select the Default Parser

Method.

5. The ELN Status option is enabled for ELN instruments only.

6. The Path Type option is enabled by default.

7. Inthe Source Path field, manually copy and paste the path that you created to store
files captured from the instrument selected.
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6.1.1.2 Setup Source and destination path for file upload and storage

UNC Credentials

UNC Path
UNC Path ftp config analysis

Filter

Username Password

Dommain

FIGURE: 47 — UNC Credentials

oo

Choose any one of the path for file upload:

9. Local Path: Click to select Local Path, In the Source Path box, specify the location
where the files are uploaded automatically in the storage server.

10. UNC Path: If Source Path is UNC path(remote computer/an instrument), then specify
the path in the UNC Path box and provide valid User Name and Password for the
remote computer/instrument. And then select the Domain. Click Check to verify if the
given path and login credentials are valid.

Info: Data is pulled from the UNC Path and stored in the server.
11. In the Destination box, select the storage server path to upload the files.

12. In the Filter box, type file extensions to filter files separating with comma. For
example: *.txt, *.rtf, *.tmf. Files with specified extensions alone will be uploaded. To
upload all files type “*.*”.

6.1.2 Setup Backup policy

Here you specify the folder structure the scheduler has to look for files to backup. You can
choose complete tree or specific levels for backup.
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File Settings

Data Scheculer

Uploaa Policy Schedule TrigperExpiry Or Schedule Capture

13.

14.

15.

16.

17.

18.

6.1.3

19.

20.

FIGURE: 48 — Upload Policy
Click to check the Include Subfolder check box and then do the following:
Click Complete Tree to instruct the scheduler to look for the files in all the levels.

Click Level and then type the level number in the box up to which the scheduler has
to look for files.

Click Copy Files to copy files from the source path leaving original files unaffected.

Click Move Permanently to copy the files from the source path and delete the
original files.

Click to enable the Delete Local Copy option and then specify when to delete the
local copy of the files. This will delete the local copy of files on the specified date.
You can also type number of days/week/months/year and specify the number.

Setup Backup Period

Click the Trigger On box to set the date for the scheduler to start. And set the time in
the Time box.

Use the following options appropriately:
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Upload Policy

inciude Subfolder

Copy Files . Move Files(Do not leave local cop

Schedule Trigger/Expiry On

Triggeron  13/04/2021 18:09:18

Expiry Date & Time

File Delete Policy

Apply Detote Policy for Server Files

Enable Nie liank

Delete local copy

Files older than

Files older than

Compliance Policy

«  Enable Varsion Audit

Audit Filter

Data Logger

Data Logger

Archival

Days Okder

FIGURE: 49 — Setting up Backup Period — Without Data Logger

Upload Policy
v Include Subfolder

Compiste Treze () Level

CopyFiles @@ Move Files(Do not leave local copy

Scheduie Trigger/Expiry On

Trigger on 01/04/2021 16:25:31

Expiry Date & Time

File Delete Policy

Apply Detete Policy for Server Files

Enabie Nle lnk

Delete local copy

Files older than

Flles oldes than

Compliance Policy

Enable Version Avdit

Audit Filter

FIGURE: 49a — Setting up Backup Period — With Data Logger

Data Logger

v Data Logger

Archival

4

21. In the Trigger On field, select the date and time to trigger the schedule automatically.

22. Click to enable the Expiry Date option to set expiry date for the schedule to expire

automatically and then set date and time for the same.

23. File Delete Policy coordinates with delete policy defined in the system and enables to

keep the bunch of latest version and delete the older versions.

24. Apply Delete Policy for Server Files — Enabling this option applies delete policy to
the files stored in server machine also.
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25. Enablefilelink - Enabling this option creates a link for each file uploaded in the
schedule and stored in a table. User can use this link when required.

26. Under Compliance Policy, click Enable Version Audit. Enabling this option prompts
for authentication from the user whenever there is a new version of the file is
generated for the selected file type. In the Audit Filter box, type the file type to audit
the specific type or type " *.* " to audit all file types. If Enable Version Audit is
enabled, then whenever there is a new version of the file is generated the FileAudit
screen appears enabling the user to view the version details and prompts for
authentication as shown in the figure:

FileAudit

File Name 0 Type O Sze(KB} ¢ LoginUserMName O Status ¢ pload O )  Creste ModfiedOn 9 FieVersiocnNo @ TaskType O ClientNome  Check Sum

| U dOn ? Crested On <
| 1 IS Inatrumant?s (AA2) csv g File 078 AGL35:Sangestha R 202%06-18 110249 2021-06-18 110245 ‘20210330 11:4340 1 Schoculer Task agl35 2614022159

Password
Domain SDMS
Resson
Delete

Comments

fde has been deleted

ok © Cose

FIGURE: 49b — File Audit Screen

27. Click to check the Data Logger check box, to enable create log for every capture from
the instrument. You can filter and view captured log in the Data Logger tab.

28. In the Archival___Days Older box, type the number of days older the files to be
archived. If you type 10 days, then log files older ten days are archived. You can view
the archived log files in the Data Logger tab by using the Open Archive option.
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6.1.4 Backup Schedule

Schedule Capture

v Live Capture

Live Capture Versioning @)  One version Per Day Without Versioning

FIGURE: 50 — Schedule Capturel

29. Live Capture is a backup policy enables you to decide whether to maintain a live
versioning system (ie. Whenever a file is updated a new version will be created) or
the daily version, the final updated version will be maintained as version for the day.

e If you do not choose Live Capture option then One time, Daily, Weekly & Monthly or
Without Versioning options can be defined for backup. This will version the file based
on the option chosen.

Live Capture

OneTime (@ Daily Weekly Monthly Without Versioning

Day 12/10/2019

FIGURE: 51 — Schedule Capture 2

30. Click Submit. The scheduler will be activated on the mentioned date and time. And
will be running till it expires based on the expiry policy defined.

6.2 View Edit Schedules

To edit a schedule, follow these steps:
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1. On the main menu, click, and then click View Edit Scheduler. The View

Scheduler screen appears as shown in the figure:

Deactivated Task Activated Task Retired Task Edit Task
® View v Activate @ Retire = = Prin
Instrument Alias N.. Task ID Client Name FTP Alias Name Live Archive Task Name Scheduler
Source Path D:\Schedule path\GCNPD
GCNPD 151 AGLEY Quality Assura... v First Cycls Status Completed
Empower Status Scheduler
UNC Status
Task Status DeActive
Ctient Status Active
Instrument Status Active
Start Date 2021-05-03 11:25:48
End Date
Trigger Time 2021-05-03 11:25:48
Schedule Mode Q
S
FIGURE: 52 - View Edit Scheduler Screen — Deactivated Task Tab
2. Go to the Activated Task tab to view active tasks as shown in the figure:
Deactivated Task Activated Task Retired Task Edit Task
® Vie ' Desctivate @ Retire 2 txport 24 print
Instrument Alies N..  Task ID Client Name FTP Alias Nome Live Archive Task Name Scheduler
Source Path DA path\lon C! phy
Ion Chromato... 7153 AGLB9 Quality Assura... First Cycle Status Completed
Ins1 TS2 AGLES Quality Assurance v Empower Status Scheduler
UNC Status
Task Status Active
Client Status Active
Instrument Status Active

Start Date
End Date
Trigger Time

Schedule Mode

2021-05-0512.11:27

2021-05-05 1211:27

Q

FIGURE: 53 - View Edit Scheduler Screen — Activated Task Tab

3. You can edit only a deactivated schedule. On the Edit Task tab, select the schedule

# Edit

you want to edit and then click

as shown in the figure:

87



Logilab
097 User Manual v6.5_20211025_01

De-activated Task Activated Task Retired Task Edit Task

nstrument Alias Na. Task 1D Client Name FTP Allas Name Live Archive Task Name Schedulor

urce Path D:FTP insrtuments(27)\ELN

I LLPRO 183 SDMS QQ v irst Cycle Status Completed

Empower Status Scheduler

Select the

Start Date 01 Oct 2019 18:30:53

task to
edit from End Date
the list Trigger Time 01 0ct 2019 18:30:53

16 Oct 2019 11:52:17

16 Oct 2019 11:52.17

ted By Administrator

FIGURE: 54 - View Scheduler Screen-showing the Edit Task tab

Note: To edit an active schedule, you must deactivate it and then edit. To deactivate a
schedule, go to the Activated Task tab, select a schedule, and then click Deactive. Now
the deactivated schedule appears in the Edit Task tab for edit.

When you deactivate a schedule, if the schedule path is locked in the Instrument Lock
screen, then you will see a warning message saying “This schedule path is already
locked,so cannot deactivate this schedule ”

6.3 Monitor Scheduler

Monitor Scheduler screen enables you to view schedules that are scheduled for upload and
schedules that are failed to upload. You can view list of schedules queued, their priority, status
etc as shown in the figure:

6.3.1 View upload schedules

To view upload schedules and failed schedules, follow these steps:

1. On the main menu, click, and then click Monitor Schedule.

e The Upload Queue appears as shown in the figure:
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Upload Queue Failed Queus Upload Monitor Restore Monitor Download Monitor
B View Details Z Update Schedule Mad

Client Name Instrument Name Live FTP Name Quality Assurance

Task Status Active
AGL8O 1C03 Schedule 1D 182
AGLBY 1Co4 Task ID T2
AGL icoz v Source Path D:\Schedule path\ins1

Queue ]

FIGURE: 55 - Monitor Schedule - Upload Queue Tab

e Click Failed Queue tab. Schedules that are failed to upload appears as shown in the
figure:

Upload Queue Failed Queue Upload Monitor Restore Monitor Download Monitor
B vie
Client Name Instrument Name FTP Name Task Status Active
Schedule 1D TS2
AGL89 1€03 Quality Assurance Task 1D 7
1Co4 Quality Assurance Source Path D:\Schedule path\Ins1
Quality Assurance Oudhis 0

FIGURE: 56 - Monitor Schedule - Failed Queue Tab

e Click Upload Monitor tab. Status of the schedules appears as shown in the figure:

Upload Queus Failed Queue Upload Monitor Restore Monitor Download Monitor

Records Duration

Last 1 Year v Y Fiher C re
Client Name Instrument Name FTP Name Task ID m
Schedule ID ™
AGLB9 1C02 Quality Assurance Source Path D:\Schedufe path\GCNPD
AGLES ico3 Quaiity Assurance No of Upload Flle Count 6
AGLE? iCos

FIGURE: 57 - Monitor Schedule - Upload Monitor Tab

You can see number of files uploaded for each schedules here.
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¢ Click Restore Monitor tab. Status of the schedules for restore appears as shown in the

figure:
Upload Queue Failed Queue Upload Monitor Restore Monitor wnload Monitor Number Of ﬁles restored
appears here
Chent Name Task 1D Flie Name Records Durstion
AGLB9 v DT4_T1_D:\Schedule path\GCNPD ~ Current Date v Y Filter < Refresh 2 export
A
Client Name File Name Task Status Source Path GCNPD
Type Folder
AGL89 GCNPD Done Restore Location D:\Schedule path
AGLBE? GCNPD 1.pdf Done Error Description
GCNPD 2.pdf Done Restored By Administrator
GCNPD_RESULT_PEST_20210303_new type | Done Restored On 2021-05-11 09:55:55
GCNPD4.pdf Done
AGLES GCNPDS.pdf Done
FIGURE: 58 - Monitor Schedule - Restore Monitor Tab
You can see list of files restored for each schedules here.
e Click Download Monitor tab. Status of the files downloaded appears as shown in the
figure:
Upload Queue Failed Queue Upload Monitor Restore Monitor Download Monitor Number of files downloaded
—_—— appears here
Client Name Task Flie Name Records Duration
AGLS9 g DT7_T1_D:\Schedule path\GCNPD ~ Current Date v Y Filter < Refresh R Expont
R
Client Name Flle Name Task Status & Source Path GCNPD
Type Folder
AGLB9 GCNPD Done Downiload Location D:\Schedule path\Download
AGLSS GCNPD t.pdf Done Error Description
GCNPD 2.pdf Dane Downloaded By Administrator
GCNPD_RESULT_PEST_20210303_new type ... Done Downloaded On 2021-05-11 09;56:48
GCNPD4.paf Done
GCNPDS.pdf Done
GCNPD Done
AGLES GCNPD 1.pdf Don
AGLES GCNPD 2.pdf Done v Q

FIGURE: 59 - Monitor Schedule - Download Monitor Tab

You can see list of files downloaded for each schedules here.
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6.4 Local File Delete Scheduler

The data files that are expired in the local machine based on the expiry policy are scheduled in
the Local File Delete Scheduler.

1. On the main menu, cIick@, and then click Local File Delete Scheduler. The Local
File Delete Scheduler screen appears as shown in the figure:

Local File Delete Scheduler

tient Name Records Duration

SDMS v Last 1 Year v Y Fibe

FIGURE: 60 - Local File Delete Scheduler Screen

Here you see the list of files to be deleted. The files can be filtered using the date filter.

2. Click select All to select all files or choose the required files need to be removed from
the local machine.

3. Click on Authorize button to authorize these files for deletion. The selected files are
deleted from the local machine.

4. Click Export to export the file delete scheduler data to Excel.

5. Click Print to print file delete scheduler data.

6.5 Server File Delete Scheduler

The data files that are expired in the server machine based on the expiry policy are scheduled in
the Server File Delete Scheduler.
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1. On the main menu, click Scheduler and then click Server File Delete Scheduler. The
Server File Delete Scheduler screen appears as shown in the figure:

Server File Delete Scheduler

Client Name Records Duration

SDMS - Last 1 Year v Y Fiiter

FIGURE: 61 - Server File Delete Scheduler Screen
Here you see the list of files to be deleted. The files can be filtered using the date filter.
2. Select all or choose the required files need to be removed from the server machine.

3. Click on Authorize button to authorize these files for deletion. The selected files are
deleted from the server.

4. Click Export to export the server file delete scheduler data to Excel.

5. Click Print to print server file delete scheduler data.

6.6 Auto Download Configuration and Download
Scheduler

Auto Download Configuration screen helps you to schedule download files uploaded based on a
selected instrument. You can download files to a selected client.

1. On the main menu, click@, and then click Download Scheduler. The Auto
Download Configuration screen appears as shown in the figure:
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Auto Download Configuration Viaw Download Scheduler

Source

nstrament Name

HYOD1

hedude Path

E:\Schedule

Download
Client Name

AGL3S

UNC Credentials

Username

r path\HYGROMETERO]

FIGURE: 62 — Auto Download Configuration Screen

Under Source, select the Instrument and Schedule Path from where you want to
download the files.

Under Download, in the Client Name box select the client machine to download.
Specify Local Path / UNC Path.

If you choose Local Path then, type the local path where you want to download the
files. Click Check to check if the mentioned path is valid and available.

If you choose UNC Path then, under UNC Credentials, provide valid user name,
password and domain name.

In the Filter box, type the file extension to download specific files. By default it is
“* *” will download all file types.

Click Save. The files that are uploaded from the selected instrument in the specified
path will be downloaded automatically to the local /UNC path mentioned. You will
see a success message as shown in the figure:
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Download Scheduler Saved Successfully

FIGURE: 63 — Auto Download Configuration Success Message

6.6.1 View Download Scheduler

Download Scheduler screen helps you to view downloads scheduled in the Auto Download
Configuration screen. The View Download Scheduler screen appears as shown in the figure:

- Administrator
h o W"‘"’ v S 0210412 92 Time Zoow AsiaXolata (UTCH0830)  Dwmwn SOMS S chenna
Auto Downioad Configuration View Downicad Scheduler
B view v Active > Dascrive Breee 2 tapect o
Instrument Kame Task 0 Source Path UNC Status Download Thent Kame aghls
Downilcad Path E'\sdms -schedular
1Co1 ] E:\sdms-schedular Task Status Deactive

Tack Filter

Task Comploted Pending

Download
schedules

UNC Username

FIGURE: 64 - View Download Scheduler Screen

e You can select a schedule and then click to view schedule details.
e Select a deactivated schedule and then cIick to activate.

e Select an active schedule and then click to deactivate the schedule.

e Select a schedule and then click L= #¢%] o retire a schedule. Schedule once retired
cannot be activated.
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6.7 Client Service Monitor

The Client Service Monitor screen helps you to monitor services running on the client machines.
You can monitor status of the following services in the client machines:

¢ RoboticsServiceManager
e FTPConfigService

e RoboticsDriveWatcher

e RoboticsFileDownload

e RoboticsFileMonitor

e RoboticsPatchService

e RoboticsFileUpload

1. On the main menu, click, and then click Client Service Monitor. The Client
Service Monitor screen appears as shown in the figure:

Client Service Monitor

Client Name All v Service Name All Y Fiher 2 Refrest

List of Client/Server Service Name Status Last Modified Date 2021-09-13 11:20:04
Start DateTime 2021-11-30 13:35:32

AGL35 RoboticsServiceManager Running Running DateTime 2021-11-30 15:07:21

FIGURE: 65 - Client Service Monitor Screen

2. From the Module Name box, select the service you want to monitor. You can see the
list of clients running the selected service and status as shown in the above figure.
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7 Instrument Lock and Tags

Instrument Lock helps in linking metadata from the template tags. Before capturing data from an
instrument, user can lock the instrument with specific combination of tags. These tags are
automatically linked to the next data capture from instrument. The Template Data tab helps in
viewing the server data based on the templates. This gives a more meaningful view for the data
captured from instruments.

For example: A quality control analyst will be interested in viewing data based on
product>test>batch#. To know more about Template Data view, refer Template Data Tab.

Once you create a template, you need to lock the instrument to receive files in the specified
combination of tags in the template. To do so, follow these steps:

)
1. On the main menu click, Lock Settings and then click Instrument Lock Settings.
The screen appears as shown in the figure:

Instrument Lock and Tags Oata My Instruments Other Instruments

o Temsplate Select instrument
AGL35 (Sangeetha) - multitemplate - and template

Tag Name Tag Value

Multimeter0l (Multimeter01 )

[This Instmument & aveady S0l IocHed |

Test 4
s

E:\Schedule path\multimetre instrument

IMS Order
(20210705102158001 ) [FromInst] [Fromlr = SeIeCt paramEterS
for the template

FIGURE: 66 - Instrument Lock Settings Screen
2. In the Instrument Name box, select the instrument.
3. Inthe LIMS Order field, select the LIMS order task.

4. Inthe Template box select the template for the instrument.

Note: The Filename is mandatory only if the instrument is integrated with both interfacer
and ELN.
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5. You can see list of tags for the selected template. Set parameters for the tags. You can
also set parameters for fields that are not included in the template.

6. Click Lock/Update. Once the instrument is locked, the Unlock button appears.

At any point you can also update template parameters. You need to unlock a template before you
update template parameters in the Instrument Lock screen. Select the instrument and template
and then click Unlock to unlock.

Merge File Count: Applicable for interfacer instruments and RS-232 and TCP/IP. Multiple
results will be captured in single file, until the instrument is unlocked. For eg: if the merge count
is 3, after capturing 3 files from the instrument it will put all 3 files in single file and the merge
count will be reset to 1.

Current Upload File Count: Current number of captures that are merged appears here.

Unlock After Capture: when checked, will release the instrument for other users as soon as a
file/data is captured. You can uncheck this option to keep the instrument locked for capturing
more files.

Info: When a file is received from an instrument, the file is filtered and captured based
on the template parameters set in the Instrument lock screen. And the files are listed with
the tag values in the Template Data tab. View Template Data tab.

7.1 Data tab

Note: When a file is received from an instrument, the file is filtered and captured based on the
template parameters set in the Instrument Lock screen. And the files are listed with the tag
values in the Data tab as shown in the figure:
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Instrument Lock and Tags
Instnanent

Timer

Instrument Tag information
Template
Detault

Latest Merged File Information

Rawdata 10

Merged File Raw Data

File Information

File Name

Fibe Tag Information

Fite Raw Data

Parsod Data

Data My Instruments Other Instrumants

Default
Detault

Sequence No

Upload Status

MorgoData

Merge File Count

Client Name

ViewNutiData

2 Detresh

Q

FIGURE: 67 - Data Tab showing locked instrument details with files uploaded and tag details
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7.2 My Instruments

The My Instruments tab in the Instrument Lock screen displays list of instruments locked by you
(current user) as shown in the figure:

Instrument Lock and Tags Data My Instruments Other Instruments
ad In
t t Nam Stat >ath Temptate Name
Hygrometer 2021-11-29 13:23:52 a £:\Schedule path\HYGROMETERO 1 Default
-
Rl
o Int
Fibe Name Upload Status Client Name
T lostryment]6.cev2021-11-20 13:24:20 AGLIS

FIGURE: 68 - Instruments Locked by the Current User

7.3 Others Instruments

The Others Instruments tab in the Instrument Lock screen displays list of instruments locked by
other users as shown in the figure:
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n e

FIGURE: 69 - Instruments Locked by Other Users

Note: Administrator can unlock instruments locked by other users.
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8 User Management

The User Management screen enables you to create and manage user groups and users. You can
create user group and then group/create users under user groups.

Manage User interface helps you to do the following tasks:
e Create new user group
e Set access rights to user groups

e Create new user

8.1 Create user Group

1. On the main menu click E and then click User Management. The User Group
screen appears as shown in the figure:

Click here to
add new user
group

User Group Name Status

| Adiministrator Active Click here to update
Analyst Active details of the
Reviewer Active selected user group
Tester Active
Chemist Active

Click here to activate
or deactivate selected
user group

Approver Active
Verifier Active

View list of user
groups added to
SDMS

FIGURE: 70 - User Management — User Master Screen

* Add New Group

2. Inthe User Group tab, click
shown in the figure:

The Add New Group dialog appears as
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Add New Group

Group Name *
Analys{

FIGURE: 71 - Add New Group Dialog

3. In the Group Name box, type the name of the user group you want to create and then
click Save. You can see the new user group created and appear in the user group list.

8.1.1 Edit user group

1. To edit the user group, select the user group from the list and then click Edit. In the
Edit User Group dialog, edit user group name and then click Save.

8.1.2 Activate or deactivate user group:

e To activate or deactivate an user group, select the user group from the list and then click
|&x Active/De-Active

| You will see a confirmation message saying “Do you want to Activate
/ Deactivate User Group? Click Ok. The user group will be activated / deactivated.

8.2 Creating new user

To create/add a new user, follow these steps:

1. On the main menu cIickE, and then click User Management. In the User
Management screen, click User Master. The User Master tab appear as shown in the
figure:
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b m Logilab

User Group User Master User Rights
Group Name  Administrator . & Ada G s
Username Profile Name User Group Name
ATEODS peter Administrator

Online Users

User Status

Unapproved

Emadl 1D poterzgmail com

Croated By Administrator
Created On 2021.07.06 16:47:28
Modified B
Modified On

SOMS
Site Nanwe Chennal

(%

FIGURE: 72 - User Management - User Master Screen

2. Inthe User Master screen, in the Group Name box select the user group you want to

create user. And then click
figure:

&4 Add

The add user dialog appears as shown in the
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andyiBgmail.com

andy.jpQ Choose File

Administrator

Defaudt Login Site

FIGURE: 73 - Add User Dialog

3. Inthe User Name field, type the user name that you want to create for the user to
login to SDMS.

4. In the Profile Name field, type the designation of the user.

5. In the Email ID field, type the user email id that can be used to recover forgot
password.

6. In the Profile Image field, click Choose File and select the profile photo of the user.
7. From the Group Name field, select the user group where you want to group this user.
8. You can set the Default Login Site in the edit user screen.

9. Click Approve to approve the user. You can also approve user later.

10. Click to select the LabSheet Access check box, to grant lab sheet access to the user

11. Click Submit.
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8.3 Other Options in the User Master Screen

8.3.1 Edit User

1. On the main menu click B and then click User Management. In the User
Management screen, click User Master.

2. In the User Master tab select the user you want to edit and then click L& £ | The
Edit User dialog appears as shown in the figure:

Edit User

Username

ATEDO4

Profile Name

Steve

steve@gmail.com

Profile Image
Choose File
Group Kame

Administrator

Default Login Site

Chennal

FIGURE: 74 - Edit User Dialog
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3. Inthe Default Login Site field, select the site the user can login by default. In the
Login screen the Site field will be automatically filled if the Default Login Site field
is set here.

Note: You cannot edit Username.

4. Do required changes and then click Submit to save the changes.

8.3.2 Retire User Account

If a user account is no longer required, you can retire the user account. To do so, follow these
steps:

Warning: An user account once retired cannot be activated again.

'21 Retire

1. Inthe User Master tab, select the user you want to retire and then click

2. An Audit Trail screen appears for authentication. Type your password, reason and
comments appropriately and then click Submit.

Note: The user account is retired. Hence, you cannot activate, edit or approve the user
account.

8.3.3 Reset Password

) Reset Password

In the User Master tab, select the user account and then click . The user is

allowed to reset the password on their next login.

8.3.4 Unlock

User account will be locked after three consecutive invalid password entry attempts. Select the
s’ Unlock

locked user account and then click to unlock the user account.

8.3.5 Active/Deactive

1. You can temporarily deactivate a user account for some reasons. To do so, follow
these steps:
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2. Inthe User Master tab, select the user you want to deactivate and then click

ﬂx Active/De-Active

3. An audit trail screen appears for authentication. Type your password, reason and
comments appropriately and then click Submit.

Note: The user account is deactivated. Hence, the useraccount cannot be used untill it is
activated again.

4. To activate user account, select the user you want to activate and then click
&x Active/De-Active

5. An audit trail screen appears for authentication. Type your password, reason and
comments appropriately and then click Submit.

8.3.6 Approve

While creating a user account, if it is not approved then the user account has to be approved to

al_
IL7 Approve

use it. In the Manage User tab, select the unapproved user account and then click

8.3.7 Import ADS

Import ADS option helps you to import user accounts from a Domain. To do so, follow these
steps.

1. Inthe User Master tab, cIick. The screen appears as shown in the

figure:
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User Greup Uber Master Uset Rights Ontne Usens

mport ADS Usary

Select Domain, typﬁ
valid credentials and

then click Connect

Lo rw L Fosimmt

192.166.0.2% "y

Click here to

select all users to

Lt of ADS Groups Lt of ADS Users et

import and

KLOperatars

Quadls_Lims

[ 2%

[T
SQLSA 005508 BrowlerUer SADET Ty
Afterdascemed

lhn soltware users

o MOvarety sliry

View list of
ADS groups in
the selected
domain

vy RAD

Click to select
the user
acounts to

import

2]

approve

ATiey

Click here to
import the
selected users

3

FIGURE: 75 — User Master - Import ADS screen

Follow the onscreen instructions to import users from a Domain.

8.3.8 Export
E_]
On the Manage User screen click = =" | The list of user accounts will be exported to an
EXCEL sheet.
8.3.9 Import

1. On the Manage User screen click. The Import Users dialog appears as
shown in the figure:
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Import Users

File* | Choose File No file chosen

FIGURE: 76 - Import Users Dialog

2. Click Choose File and locate the EXCEL file to import and then click Upload.

8.4 Set access rights to user groups

To define access rights to the user groups, follow these steps:

1. On the main menu click E and then click User Management.

2. Inthe User Management screen, click to select the User Rights tab. The User Rights

tab appears as shown in the figure:
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Acministrator
o Logilab s smavere e Zoma: Abiaalhats (UTC+05:30 o SOMS St Chers

User Group User Master User Rights Online Users

Modute Nama Task Name Crsate Eant Deteto Allow

Data Explorer Open NA NA NA

ELN Data Explorer

eSS NE S SIS SIS

o

FIGURE: 77 - User Management — User Rights Screen

In the User Rights tab you can see the list of modules and tasks in SDMS. And for each task you
can define create, edit and delete rights for the selected user group.

3. From the Group Name box, select the user group you want to define rights.

4. Click Create / Edit / Delete for the tasks in the modules that are applicable for the
user group. You can also click Allow to grant access to the applicable Control Right.

5. Click Save.

6. Click Print to print the user rights details if required.

8.5 Online Users

Online Users tab helps to view list of users currently logged in to the SDMS application. You
can also chat with online users using the chat facility.

To view list of online users in SDMS application, follow these steps:

1. On the main menu click B and then click User Management.

2. Inthe User Management screen, click to select the Online Users tab. The Online
Users tab appears as shown in the figure:
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List of users currently
logged in SDM$S
appears here

2021-07-06 17:32.35

20211004 16:52:35 Click here to
Administrator chat with the
20210706 16:39:43 selected user
Asministrator

2021-07-06 16:39:41

chat notification
shows number
of unread

FIGURE: 78 - User Management — Online Users Tab

3. Select a user from the list and then click Chat. The Chat screen appears as shown in

the figure:
h & logilob v s s s Time Zune: AstaMalhats (JTCH0330)  Domwin SOME  Ene: Chamsai vy
Messages 7~
Sent To ATEGO1 »°
Tuesday. D6 July 2021 120122
ATEOO1 -

Hii Anand

Received From ATEOO1 Mesaage *

Tuoaday. O6 July 2021 1203 13

Yes Admin
Sent To ATECO1

Tuesday 06 July 2021 1204 46

Can you please send me the report file.

o sems & Ciow [

FIGURE: 79 - Online User — Chat Screen
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4. In the Message box, type your message and then click Send. You can also receive
messages from other online users and view the same on the left side under Messages
as shown in the above figure.

5. Click Clear that appears on the top of the chat screen to clear the chat history and the
cleared chat history cannot be restored.

6. Click Clear that appears below the Message box to clear the message you just typed
in the Message box.

8.6 Setting up Password Policy

To setup password policy, follow these steps:

1. On the main menu clickg, and then click Password Policy. The Password Policy
screen appears as shown in the figure:

Password Policy
Database Based Login @@ Complex Password Policy o
Minimum Password Length(Between 4 and 20 Characters)
4 Complex Password Policy v
NOTE:- The total length of complex password must be greater than or equal to minimum password length
and less than or equal to maximum password length.
Maximum Password Length(Between 4 and 20 Characters)
10 Minimum number of Uppercase characters
0
Password History(Between 1 and § Times
5 Minimam number of Lowercase characters
4
Password Expiry(Between 1 and 180 Days)
90 Minimum number of Numaeric characters
0
Autolock Policy(Between 1 and 5 Times)
3 Min mber of Sp haract
0

FIGURE: 80 - Password Policy Screen

You can set up password policy for database based logins and domain based logins.

2. By default you can setup password policy to Database Based Logins.

3. Setup basic rules for the password such as Minimum Password Length, Maximum
Password Length, Password History, Password Expiry duration and Auto Lock
Policy.
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4. To setup complex password policy, click to select the Complex Password Policy
check box.

5. Set up values for complex policies such as: Minimum number of capital characters,
Minimum number of small characters, Minimum number of numeric characters,
and Minimum number of special characters.

6. Click Save.

8.7 Set Scheduler rights to user groups

Note: scheduler Rights screen will be available only when the scheduler rights is enabled
in the Settings >> preferences screen.

To define access rights to the user groups, follow these steps:

1. On the main menu clickg, and then click User Management.

2. Inthe User Management screen, click to select the Scheduler Rights tab. The
Scheduler Rights tab appears as shown in the figure:

B tm \ogliad

| Adusrats b

R € €&

FIGURE: 81 - User Management — Scheduler Rights Screen

You can see list of tasks scheduled in the screen. Select the group name and then the user name
and then click to select the check box in the Allow column to set rights to the selected tasks.

3. Click save. You will see a message saying “Scheduler Rights Saved Successfully”.
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9 Log History

9.1 Audit Trail History

Audit Trail menu helps you to view audit trail log. You can filter records based on specified

duration, user and module name. You can export records to excel file, print records, create

archive and open archive to view.

To view audit trail log, follow these steps:

1. On the main menu, cIickE, and then click Audit Trail History. The Audit Trail

History screen appears as shown in the figure:

Audit Trail History CFR Settings
Username : All Module Name . All From : 06/05/2021 To : 06/05/2021
% Review History  Review & Creote Archive
Select Module Name Actions Transaction on Review Status Requ Comments
Username
Audit Trail View AuditTrail Hi... 2021-05-06 16:44... Profile Name
Audit Trail View AuditTrall History System Comments

Password Policy Review Comments

User Man Reviewed By
User Mar
Reviewed Date
User Man
Modified Data
User Man

User Management

(Click here to expand /
hide the filter

Viewed AuditTrail History
Administrator
Administrator

System Generated

%

FIGURE: 82- Default Audit Trail History Screen

Click the ¥ to expand the filter section as shown in the above figure. The expanded filter section

appears as shown in the figure:
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Audit Trall History FR Setrings

Al v AN v All . Current Dats " Y

Ao Name Acteren Transacton on Sevew Stanm Feque

Aodit Tral View AuditTrasl Mistory  2021-05-20 12:50:16

FIGURE: 83- Expanded Audit Trail History Screen

You can filter records based on anyone or all of the following options:

= Records Duration: Select the record duration and then click Filter to filter records based
on the specified time frame.

= User Name: From the User Name box, select the user and then click Filter to filter
records based on the specified user.

= Module Name: From the Module Name box, select the module name and then click
Filter to filter records based on the specified module.

= Audit Type: Records can also be filtered based on audit type. Audit type includes User,
System, and All options.

9.1.1 Review and Review History

To review audit trail, click to select the audit trail entries and the click Review. The status of the
audit trail record(s) will become Reviewed.

Click Review History to view details of records reviewed.

9.1.2 Create Archive and Open Archive

Click Create Archive to create archive of audit trail log.

Click Open Archive to open selected archive to view.
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9.1.3 Export Audit Trail History

1. Inthe Audit Trail History screen, click Export to export audit trail history to Excel.

2. Inthe SaveAs file dialog, in the file Name box, type a name for the file and then click
Save. The audit trail log records are exported to the Excel sheet.

9.1.4 Print Audit Trail History

1. To print audit trail history, in the Audit Trail History screen, click Print.

9.2 CFR Settings

CFR Settings menu helps you to set up audit trail options in Logilab SDMS. You can enable
audit trail and add or delete reasons options that are used in the audit trail reason box.

To set up audit trail options, follow these steps:

1. On the main menu, clickE, and then click Audit Trail History. Click to go to the
CFR Settings tab. The screen appears as shown in the figure:

b o Logilab

Audit Trail History

CFR Settings

General Settings

v Enable Aumit 7
| Activates
Enter Reasons to Add Approved

FIGURE: 84 - CFR Settings Screen

2. Under General Settings, do the following:
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3. Click to select the Enable Audit Trail to enable audit trail in Logilab SDMS.

4. In the Enter Reasons To Add box, type the reason/comment that you want to add to
the list. These reasons/comments appear in the Audit Trail dialogs.

5. To delete a reason from the list, select the reason and then click Remove.

9.3 Download Logs and Download Error Logs

The Download Logs screen appears as shown in the figure:

. . Administrator
m logllab - TI0AI_0 w Tune Asia/Kalkate (UT0+09 3¢ - SOMS * chenne

Downicad ch'.o Download Error Logs

aglzs . All Last 7 Days Y S 2

FIGURE: 85 — Download Logs Screen
The Download Logs screen consists of the following tabs:

= Download Logs: This tab displays the file download details such as the client machine
name, file name, and filename etc.

= Download Error Logs: This tab displays the error details occurred while downloading
files.

To export the log details to Excel file, click Export.

9.4 Upload Logs and Manual Upload Logs

The Upload Logs screen appears as shown in the figure:
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Upload Loqso Upiocad Error Logs Manual Upioada Logs
Chert Name Task File Name
aglag . Al
Clhiert Name File Name
agloy 1on Chromatography\IC Instrument15.csy

Records Duratio

Current Date

FIGURE: 86 — Upload Logs Screen

The Upload Logs screen consists of the following tabs:

= Upload Logs: This tab displays the file upload details such as the client machine name

and file name.

= Upload Error Logs: This tab displays the error details occurred while uploading files.

= Manual Upload Logs: This tab displays the upload details of manually uploaded files

such as the client machine name, file name, location, user name etc.

To export the log details to Excel file, click Export.

9.5 Restore and Restore Error Logs

The Restore Logs screen appears as shown in the figure:

Restore Loqso Restore Error Logs
Client Name Task File Name
agl3s v TS3_E:\in2
Client Name Task Status Flie Name
agl3s Scheduler IC Instrument4-2.csv

Records Duration

Last 1 Year

Size
Restore Location
Restored By

Restored On

0.789062

E\in2

Administrator

2021-04-05 12:18:15
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FIGURE: 87 — Restore Logs Screen

The Restore Logs screen consists of the following tabs:

= Restore Logs: This tab displays the file restore details such as the client name, task status
and file name.

= Restore Error Logs: This tab displays the error details occurred while restoring files.

To export the log details to Excel file, click Export.

9.6 Server and Local File Delete Logs

The Local File Delete Logs screen appears as shown in the figure:

FTP Server File Delete Logs Local File Delete Logso
Client Name File Name Records Duration
29135 v Last 1 Year - Y Fik 2
Chent Name File Name Size 120.09082
elete On 2021-04-12T16.30:55,887+0000

agl3s E:\speedomtr\sdm.xisx

FIGURE: 88 — Local File Delete Logs Screen

The FTP Server File Deletion Log screen consists of the following tabs:

FTP Server File Deletion Logs: This tab displays the deleted file details in the FTP Server such as
the client name and file name.

Local File Deletion Logs: This tab displays the deleted file details from the local machine such as
the client machine name, file name, location, user name etc.

To export the log details to Excel file, click Export.
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9.7 Viewing Scheduler Config. Logs

Scheduler Configuration Log screen enables you to view scheduler log. To view scheduler
configuration log, follow these steps:

1. On the main menu, clickE, and then click Scheduler Configuration Log. The
Scheduler Configuration Log screen appears as shown in the figure:

L om Logilab " Time Zane: AsiaMshate (UTCAST30)  Dumsis: SOMS  Ste- Agwam Trshnslugis

Scheduler Config Loqso

Coent Name Records Duation
aglso - Last 1 Year v T Fihw .
Cliert Name Task Name Source Path Scheduber Status Manual Scheduloer Task
DeActive Scheduler Status
aglas Scheduler Di\Instruments\Refractometer PR Admmistrator

Sched D:Instrume Tosk exocuted of 2021-01-2310:48:37

FIGURE: 89 - Scheduler Config. Log Screen

Details of all the configurations related to the scheduler appear as shown in the above figure.

2. To export the log details to Excel file, click Export.
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10 Settings

10.1 Preferences

To configure Preferences, follow these steps:

1. On the main menu, cIickElg, and then click Preference. The screen appears as
shown in the figure:

E-mail Settings

Fnable E-mad Ofition ¥ e ':m
Other Settings
Enat File Versson Delete Poiscy

FIGURE: 90 - Preferences Screen
2. Fill'in all fields and then click Submit to save the settings.

3. Click Reset to clear all fields for fresh entry if required.

The administrator can use the Preference screen to setup the following:
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10.1.1 Email alerts

Email alerts are emails generated by an automated process and sent to designated recipients.
These actions consist of the standard text and list of recipients for an email.

In the Preference screen, if Enable Email Option is checked, then email alerts are sent for the
following scenarios in the server:

e When a file version is changed
e An error occurs while uploading a file

e When a file is deleted

Type the email id and password from which the mail alert has to be sent. Add recipient mail ids
in the To box and CC and Bcc boxes and other fields as applicable.

10.1.2  Enable Server File Version Delete Policy

Every time a user updates, restores or uploads a new version of an existing file, a new version of
the file is created as well as a history of actions for each file.

The versions are retained so that users can view and optionally restore a version of a file. Over a
period of time, the versions list can grow significantly.

To avoid a storage issue, you can define the number of latest versions of the file before
permanently deleting the older versions automatically.

In the Enable Server File Version Delete Policy field, if you type 5, then latest 5 versions of the
files are retained and all older versions are deleted automatically.

10.1.3 Idle Timeout

When this setting is configured, application logs out automatically after a specified period of
inactivity. The default value for idle time-out is 60 minutes.
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10.1.4  Merge File Count

When files are generated by instruments in SDMS, after the specified number of files in Merge
File Count field is collected, the files are uploaded to the server / given location. For example, if
the Merge File Count is 5, then after five files are collected, the same is uploaded to the server.

Note: In the Merge File Count field, you can type a number up to five digits.

10.1.5 Download Link Logoff (Minutes)

The link shared in the Server Data - File Information tab to view the file for other users, will
expire in number of minutes specified in the Download Link Logoff (Minutes) field. For
example, if Download Link Logoff (Minutes) is 5, then the shared link expires in five minutes.

10.1.6 Lims Order Display

OrderID and BatchlD should appear here. Only then on integration of ELN and LIMS with
SDMS you can select and process orders in the Instrument Lock and Tag screen as shown in the
figure:

instrument Lock and Tags Data My Instruments Other Instruments

Clierse Temgiate *

AGLOT (AGLO1\Suganya)

netrument *
Tog Name

ICO4 (Instron)

Poath * lest

LIMS Order

[44] [21 00013 Sampie 01 Determination
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FIGURE: 91 - LIMS Order Display Option

10.1.7  Manual File Upload

When this check box is checked, manual upload of files are allowed in the server.

10.1.8  Scheduler Rights

When this option enabled, user can define access rights for the scheduler tasks in the User
Management-Scheduler Rights tab.

10.2 License Information

1. On the main menu, click[ﬁ, and then click License Information. The screen
appears as shown in the figure:

Administrator

Logilab e Zoma: Anin/Kolkata (UTOH08:20 main SUMS  Sits! Agaram Technelogies
b CE o v 2_20200818_01 : ) i i

License information

License Value

Occupiad License
Available

Total Licar

FIGURE: 92 - License Information Screen
Occupied License denotes number of instruments used or added
Available License denotes number of instruments shall be added

Click Export to export license information to Excel.
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10.3 Setup Work Flow

Workflows can be designed based on logic in each stage. For example, the data captured from an
instrument shall pass through the following stages in a workflow:

Workflow Stage Role Mapped Workflow Status
Assign Analyst Assigned

Analyze Data Analyst Analysis Completed
Verify QC Verified

Approve QC Manager Approved

Each stage in the workflow is mapped to a role. Once the data pass through a stage, the status of
the data/file is changed to the next status. The data/file should pass through all the stages in the
workflow to successfully complete the job.

You can design work flow by adding user groups to each work flow stage.

1. On the main menu click@, and then click Workflow Setup. The screen appears as
shown in the figure:

Workflow Setup

Workflow Setup Status Type m
WorkfNow Sety w28 Comploted

Analysis Completed Active Sequence

FIGURE: 93 - Work Flow Setup Screen
You can see the list of existing work flow steps on the left panel.

To create a new work flow, follow these steps:

2. Inthe Work Flow Step box, the current Workflow Step name selected is displayed.
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3. Under User Group Name box, click to select the user group for the selected work
flow step.

4. Set Workflow for each step by selecting respective User Group Name.

5. Click Save.

10.4 Audit Trail Configuration

Audit Trail Configuration screen helps you to configure audit trail. Also enables you to filter
records based on specified duration, user and module name, export records to excel file, print
records, create archive and open archive to view.

To view audit trail log, follow these steps:

1. On the main menu, Click[ﬁ, Preferences and then click Audit Trail Configuration.
The Audit Trail Configuration screen appears as shown in the figure:

Audn Trall Configuration

Module Name Screen Name Task Name Manual Auait trail

Tags and Templates Tag Master
Tag Value Master
F1P Server Configuration
Server Drive Configuration Edit

FTP Configuration

 CU S VY QIS S QQIC

D

FTP Rights

FIGURE: 94 - Audit Trail Configuration Screen

You can configure audit trail for tasks in the selected screen. To do so, follow these steps:

2. Inthe Audit Trail Configuration screen, you can see list of Module Name, Screen
Name and then the Tasks in the screen.

3. To configure audit trail for a task, click to select respective check under Manual
Audit Trial and then click Save. The E-Signature window will prompt for user name
and password while completing that particular task.
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4. Same way, you can configure audit trail for tasks in the other screens.
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11 Additional Features in SDMS

Following additional features shall be integrated with SDMS on an as-needed basis:

11.1 Interfacer Settings

e Enables interfacer settings exe in client server.
¢ Ininstrument configuration enable/disable the interfacer instrument option.

e Scheduler — Enables option for RS232 and TCP/IP.

11.2 LIMS Integration

e Load ELN product and tests from LIMS system.

11.3 Empower

e Enables the Empower Scheduler item under scheduler menu.

11.4 Hide Template

e Enables or disables Template association.

11.5 Auto Unlock

e Inthe Instrument Lock screen, Unlock After Capture can be Enabled / Disabled. By
Default, it is enabled if Auto Unlock is set as 1 in the Preferences screen.
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11.6 Merge File Count

e Merge File Count option is applicable for interfacer instruments, RS-232 and TCP/IP.
Multiple results will be captured in single file, until the instrument is unlocked.

11.7 Explore ClientAliasName

o If ClientAliasName is set true, then client selections will display client alias name not the
client name

11.8 Explore InstrumentAliasName

¢ If InstrumentAliasName is set true, instrument selections will display instrument alias
name not the instrument name
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